L

' CYBER 4.0
CYBERSECURITY
COMPETENCE

CENTER

SAPIENZA

UNIVERSITA DI ROMA

CYBERCRIME AND INTERNATIONAL

COOPERATION
Current Scenario and Future Perspectives

Matteo Lucchetti
Direttore Operativo

Cyber 4.0 — National Cyber Security Competence Center
Matteo.Lucchetti@cyber40.it



mailto:Matteo.Lucchetti@cyber40.it

::.' Agenda

CYBERSECURITY
COMPETENCE
CENTER

« The cybercrime global landscape

* Criminal justice international cooperation

 The way ahead




::" Agenda

CYBERSECURITY
COMPETENCE
CENTER

- The cybercrime global landscape




r
C

ﬂ

CYBER 4.0

CYBERSECURITY
COMPETENCE
CENTER

The information society — A snapshot
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INTERNET ADOPTION

INDIVIDUALS USING THE INTERNET AS A PERCENTAGE OF TOTAL POPULATION

NORTHERN
EURCPE

97.6%
N 94.5%
MIDDLE

&
WESTERN

AFRICA

NORTHERMN
AMERICA

CENTRAL
AMERICA

SOUTHERN
EUROPE

CARIBBEAN

GLOBAL SOUTHERM
AYERAGE AMERICA

SOUTHERN
AFRICA

COMPARABILITY:

e SOURCES:

WESTERN
AS|

Internet adoption

GLOBAL OVERVIEW

EASTERN
EURCPE

76.2% EE{;I\TRAL

51.5%
SOUTHERN

Al i%)lgTH-EASTERN

QOCEANIA

A

we
are, . <OD>Meltwater
social




L

Lo Internet users over time

CYBERSECURITY
COMPETENCE
CENTER

INTERNET USE TIMELINE

NUMBER OF INDIVIDUALS USING THE INTERNET OVER TIME (IN MILLIONS)

GLOBAL OVERVIEW
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SOCIAL MEDIA TIMELINE

NUMBER OF SOCIAL MEDIA USER IDENTITIES (IN MILLIONS) OVER TIME

GLOBAL OVERYIEW
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DAILY

THE AVERAGE AMOUNT

MNOTE:

TIME SPENT USING
THE INTERNET
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YEAR-ON-YEAR CHANGE
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THE WORLD’S MOST USED SOCIAL PLATFORMS

RANKING OF SOCIAL MEDIA PLATFORMS BY GLOBAL ACTIVE USER FIGURES (IN MILLIONS) (NOTE: USERS MAY NOT REPRESENT UNIQUE INDIVIDUALS)
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OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVIC

NOTE:

TOTAL
POPULATION

58.79

MILLION

YEAR-ON-YEAR CHAMGE

-0.3%

=170 THOUSAND
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Internet and the Society

Share of the population using the internet e Vo
Share of individuals who have used the Internet from any location in the last 3 months.
100%
North America
Europe and Central Asia
80% , .
Middle East and North Africa
Latin America and Caribbean
East Asia and Pacific
Ecuador
60%
¢)
40% South Asia
Sub-Saharan Africa
20%
0% — :
1990 1995 2000 2005 2010 2015 2020
Source: International Telecommunication Union (via World Bank) OurWorldInData.org/technology-adoption/ - CC BY
Note: Internet usage includes computers, mobile phones, personal digital assistants, games machines, digital TVs, etc

A part of the daily life of the citizens
(workplace, home, leisure)

No physical distance between
different places in the world

Political frontiers are indifferent

Information is open and available to
everybody

No States sovereignty (?)
Any person can express himself (?)

Cyberspace is independent, anarchic
and ungovernable (?)

11
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 Cyber-dependent crimes

« Crimes that arose with technology and cannot
exist outside the digital world

ELECTRONIC

 Cyber-related crimes

« The process of digitalization has facilitated the
commission of these crimes

EVIDENCE!!

 Cyber-assisted crimes

« Traditional crimes, in which the use of the
computer is not essential, but rather incidental

12



9 .
oo Cyber-dependent crimes

COMPETENCE
CENTER

Confidentiality Integrity Availability

Case study: Ransomware as a Service
| | | |
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We are sorry, but your files have been encrypted!

Don't worry, we can help you to return all of your files!

Files decryptor's price Is

if payment isn't made until the cost of decrypting files will be doubled

Time left to double price:

04 days 17h:36m:20s
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« GandCrab ceased operations on 31 May 2019. It was estimated that by that time,
GandCrab accounted for up to half of the global ransomware market.

« “In one year, people who worked with us have earned over US $2 billion. Our name

became a generic term for ransomware in the underground. The average weekly income of
the project was equal to US $2.5 million.”

« “"We ourselves have earned over US $150 million in one year. This money has been
successfully cashed out and invested in various legal projects, both online and offline
ones. It has been a pleasure to work with you. But, like we said, all things come to an end. We
are getting a well-deserved retirement. We are a living proof that you can do evil and get
off scot-free. We have proved that one can make a lifetime of money in one year. We have
proved that you can become number one by general admission, not in your own conceit.”

— 15—
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Ransomware: As GandCrab Retires, Operated until 2021,

Sodinokibi Rises

making $ 100 Mil per year

Ransom Payments to Crypto-Locking Malware Extortionists Are Suf

Mathew J. Schwartz (Weuroinfosec) - July 17,2019 &

E E o Signin Home News Sport Reel Worklife

NEWS

Home | Coronavirus | Video | World | US & Canada | UK | Business | Tech | Science | Stories | Entertai

Tech

REvil: Ransomware gang websites
disappear from internet

® 13 July

Top 10 Industry Wise Attacks by Sodinokibi (REvil)

Real Estate: 4.8%

Healthcare: 7.1% Legal Services: 15.5%

Services: 11.9%

Transportation: 6.0% ‘ Rautiaciniyg EE
—  Hospitality: 6.0% ‘
Insurance: 7.1% .

hncial Services: 8.3% ’.'
Construction and Materials: 1

—16 —
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— Colonial Pipeline, 7 May

2021

« Colonial Pipeline € uno dei maggiori
operatori di trasporto del carburante
negli Stati Uniti, responsabile per
circa il 45% dei distributori della
East Coast, inclusi benzina, diesel,
riscaldamento, rifornimento degli
aerei, e forniture militari.

« Oltre 100 milioni di galloni
trasportati ogni giornosu un’area
che va dal Texas a New York.

NEW JERSEY

PENNSYLVANIA

NORTH CAROLINA

LOUISIANA

BEAUMONT

HERERT

Source: ZDNet, https://www.zdnet.com/article/colonial-pipeline-ransomware-attack-everything-you-need-to-know/, 13 May 2021 -17 -
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Colonial Pipeline, 7-12 May 2021

1) sophos_READ I 77 - Notepad - ] X

File Edit Format View Help

[ Welcome to DarkSide ]

What happend?

Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot decrypt your data.

But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all your network.
Follow our instructions below and you will recover all your data.

Data leak

First of all we have uploaded more then 148GE data.

These files include:
- Accounting
- Research & Development

Your personal leak page: http://darksid

On the page you will find examples of files that have been stolen.

The data is preloaded and will be automatically published if you do not pay.

After publication, your data will be available for at least 6 months on our tor cdn servers.

We are ready:
- To provide you the evidence of stolen data
- To delete all the stolen data.

What guarantees?
We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.
All our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of prof{l

We guarantee to decrypt one file for free. Go to the site and contact us.
lSOPHOS

How to get access on website?

Using a TOR browser:

1) Download and install TOR browser from this site: https://torproject.org/
2) Open our website: http://darksi

When you open our website, put the following data in the input form:
Key:

Patrick De Haan =! ;| @
@GasBuddyGuy

GASOLINE OUTAGES as of 11pm CT... percent of all
stations in state without gasoline:

GA10.4%

AL 1.1%

TN 1.0%

SC 8.3%

NC 16.0%

FL 3.4%

VA 10.2%

MD 1.6%

5112 AM - May 12, 2021 - TweetDeck

Source: ZDNet, https://www.zdnet.com/article/colonial-pipeline-ransomware-attack-everything-you-need-to-know/, 13 May 2021
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Colonial Pipeline, 13 May 2021

Colonial Pipeline paid close to $5 million in
ransomware blackmail payment

The payment was reportedly made soon after the attack
began. It wasn't enough to stop the disruption.

« On 13 May, US President
Biden signhed an executive

order to improve federal
cybersecurity, noting that
agencies need to «lead
by example»

Incremental improvements are not enough
as Biden signs order boosting US cyber
posture

Presidential order will see the US government shift to zero-
trust as-a-service architectures with mandated 2FA,
endpoint detection and response, and log keeping, as well
as a Cybersecurity Safety Review Board.

Source: ZDNet, https://www.zdnet.com/article/colonial-pipeline-ransomware-attack-everything-you-need-to-know/, 13 May 2021 - 19 -
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REVil arrests by US, support by Conti,
takedown by Russia

REvil Ransom Arrest, S6M Seizure, and $10M Reward

Novs

The |
rans
has ¢
in cry
to $1
affilig

> Own opinion.

q As a team, we always look at the wq

“ANNOUNCEMENT. REVILIVES.”

data security, information systems, g
support them in their hardships.
Therefore, we would like to commern
enforcement about the attack on the

We want to remark the following:

First, an attack against some server
reminder of what we all know: the uj
the United States in world affairs.

However, the fact thatit became an
Unlike our dearest journalist friends
a bone from bankers or politicians,
conscience, as well as anonymity, W
“allied” governments are afraid of s

With all the endless talks in your mg
the biggest ransomware group of all
REvil attack. First, because REvil h{
United States government acted as

At Request of U.S., Russia Rounds Up 14 REvil
Ransomware Affiliates

January 14, 2022 54 Comments

The Russian government said today it arrested 14 people
accused of working for “REvil," a particularly aggressive
ransomware group that has extorted hundreds of millions
of dollars from victim organizations. The Russian Federal
Security Service (FSB) said the actions were taken in
response to a request from U.S. officials, but many experts
believe the crackdown is part of an effort to reduce
tensions over Russian President Vladimir Putin’s decision to station 100,000 troops along the
nation’s border with Ukraine.

. = ..
1 R pe O 1, © 2

Y iiiiiiiiimiitty A
B FHEEFHHEE BEER FEEEED
PEOEERERY | (AN CRERY T EREW
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The Conti ransomware gang’s support to

Russia

of an enemy.

W 2/25/2022

|
‘H

“WARNING”

¢ The Conti Team is officially announcing a full support of Russian government. If any
body will decide to organize a cyberattack or any war activities against Russia, we a
re going to use our all possible resources to strike back at the critical infrastructures

=

|

| (O As aresponsel

-
“WA'=

warmongering and
use cyber warfare§
Russian Federatiof
officially announcifi
full capacity to dell§
measures in case
warmongers atten
infrastructure in Rd
speaking region off

8 ally with any govef

condemn the ongd
since the West is §
primarily by targetl
our resources in off

Contiransomware gang'’s
internal chats leaked online
after declaring support for
Russian invasion

r Comment

Zack Whittaker @zackwhittaker / 5:35 PM GMT+1 * February 28, 2022

will be at stake due to American cyber

well being and safety of peaceful citizens I

aggression.
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« Through Contileaks the primary Bitcoin address of the Conti ransomware gang has been revealed

« From 21 April 2017 to 28 February 2022 the address received 65.498,197 BTC.
That's 2.707.466.220,29 USD

o . . ACTIVITY BALANCE (AT END OF PERIOD)
Contl Was fl rSt FIRST SEEN APRIL 21,2017
detected in 2020 sl T e

QUTGOING TXS 49171
- the address had
VOLUMES
been USEd d I ready RECEIVED 65,498.19733982 B
SENT -65, 2 76030 B
fo r th ree yea s , BitANCE iz 422.2225725; B
likely in the name ADDRESSES
of other gangs s e pind
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@) Managers

@ coders

- Testers/Crypters
- Ransom Operators
- Hackers

- Sysadmins

@ R

- Affiliates

- Campaign Engineers

The Conti
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Rica

Costa Rica declares national emergency
amid ransomware attacks

President Rodrigo Chaves establishes emergency commission as
one of his first acts amid attacks by Russian-speaking gang

In April, Costa Rica declared a national state of emergency after 30 of its
government institutions suffered ransomware attacks over the space of a
few weeks.

Conti, a Russian ransomware group claimed the attack which encrypted
hundreds of gigabytes of sensitive information.

Requested 30 Million USD as a ransom

As well as the threat of leaking the data, it also resulted in widespread
disruption in the country’s foreign trade, tax and customs
systems and civil servant payroll.

Many reasons have been suggested as to why Costa Rica became a target
such as it siding with Ukraine in the war with Russia, it's recent
presidential election or even spying going on within the Costa Rican
government.

In any case, it has raised concerns for other smaller nations that do
not have the level of security that nations in Europe or the USA have.

In the end, Costa Rica refused to pay the ransom which resulted
in 50% of the encrypted data to be released to the public.

—24 —
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OCT 2023 = EURSPOL

TAKEDGWN OF RAGNAR |LOCKER RANSDN

Operation
Talpa

Ragnar Locker Ransomware Gang

Takedown of notorious
criminal group responsible for
high-profile cyberattacks

International Investigation led by the French Mational Gendarmerie, tegether with law enforcement
authorities from the Czechia, Germany, [taly, Japan, Latvia, the Metherlands, Spain, Sweden, Ukraine and
the United States of America, supported by Eurcpoland Eurojust,

Regults: feass A slgnificant arrest of 1 P 4 Searches were conducted in Czechia, Spain
perpetrator made in | and Latvla.
. ) ANECMWarS's FEstUctUrE wae sleo
L 5 Suspects wers Interviéwed In Spain s | TpnAciietre e ”'ll asituieilire was als Operatlon Core members
£ |5 1 | . iy selzed in the Metherlands, Germany and : crirninal
and Latvia in the following days . = : Par er som imina
Swiaden group targeted
iy The assoclated data leak webszite on Tor
| |
B2 was taken dawn in Sweden DoppelPaymer ransomware

=EURTPOL

Euroypol U sl find - B

SEPT 2023

AW ENFOHCENT CODPERATEIN TAKEDOWN
Operation EndGame Eindsigoesee Jullie
eration takes down large

coo

botnet infrastructure Qakbot

Qakbot botnet

MARCH 2023

TAKEDOWN OF CHIFIMINER

One of the darkweb's largest
cryptocurrency laundromats

Qakbot washed out
fogta -

Thet s

e suppermd by Belyle,
Polard and switzarland

tocurencies

Bt Tehiadcwn of the Hntform ChiMixer [Unliconsed)
st W

Avallable o the cleer and on the derkwst.
Eveapel faci

eoocdinafi

servors seiped

traiia relatud 1
anorymesing where the

o n
Baccing selzed

=EURTPOL

of data

seired

Anti- ransomware operations in 2023 -

Europol summary

OPERATION

= EURTPOL

TAKEDOWN OF MALWARE FOR HIRE

NOV 2023

International collaboration leads to
dismantlement of ransomware group in
Ukraine amidst ongoing war

Par ating co
CH, USA, EUROPO

NO, FR. NL, UA, DE

x, HIVE and

Dharma ra

R W -A5-A. WICE
OP Dawnbreaker
HIVE ransomware

am 13

o mitgation

Ransomware-as-a-Service
/ Double Extortion Model

o tha files.

and io'nat pubilish

JAN

Shutdown of HIVE infrastructure

marketplace extorting millions in
ransom

[EC¥'s support

CUTTRNCY, | wars,

<[>

Modus Operandi



Q“D Operation Cronos, 2024
G Taking down Lockbit

CENTER

This server has been seized by The National Crime Agency (UK) as part of

Operation Cronos, the International Task Force coordinating action against the
Lockbit Ransomware Group.

Sle

7 A
PINCA ~= cwmoeny [ Ereoe
- ~ {57~ Kanton Ziric £ [ memesn

METROPOLITAN =

Natlonal Crime Agency | "Sotice
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Operation Cronos, 2024
Taking down Lockbit

International operation led by the UK
involving authorities from 10 countries.

Results:

2 arrests in Poland and Ukraine
5 public indictments and 3 arrest warrants from FR and US

Main infrastructure compromised
34 servers disrupted

About EUR 10 million worth in crypto frozen
120 million on private addresses flagged and monitored

14 000+ accounts belonging to affiliates seized and
taken down

| IDENTITY REVEAL |

oo LOCkBitSupp is:

I3

V4 # n
v Y i1y \ 74
vy Turye N\
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Ransomware has been growing because it is financially efficient

Crypto currencies are difficult — when not impossible — to trace, which makes it easy for
criminals to receive payments, becoming a critical ransomware enabler.

Double-extortion - If organizations refuse to pay up, stolen data may be published on
the platform and made available to the public, competitors or investors

States often provide safe operating havens to cybercriminal

- Corporate practices through specialization of skills and distributed
tasks and responsibilities

28
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«  Fraud (phishing, BEC, etc.)

_ « Sale of illegal goods (drug trafficking, etc.)
Cyber-enabled crimes

 Money-laundering
related to economy

e IP crimes

- efc.

« Child sexual abuse and exploitation

Cyber-enabled crimes * Cyber bullying
related to interpersonal »  Sextortion
violence . Romance scam, Revenge porn

 etc.

29
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NYT, Sep 2019

The Internet Is O . .
Ima(;ez 3?&% sﬁ Sexual abuse imagery of primary 3189,

| to the dramatic

What Went \ school children 1,000 per cent worse |atwen “rar

NCMEC CyberTipline Reports® 2 0 2 0

LMt A M LN aYatalll ot Lol A bl Bl Y ata e A _ AMNA MAA
orts

On

1S

Sil’lce :_Odeown D20, between 49 and 69

ized as viral content.%
2022

Published: Fri 27 Jan 2023

IWF warns full effects of lockdown are only now
becoming apparent as younger children are
groomed into sexual abuse online.

2 0 2 1 Imagery of primary school aged children being coached to perform sexual acts online has soared by

more than 1,000 per cent since the UK went into lockdown during the pandemic, new data shows.

- 30 -




L
L CYBER 4.0

CYBERSECURITY
COMPETENCE
CENTER

Online child sexual exploitation

WL’ m mea _____ _uwm

N

. Y UNIGE]
Chlld \\IA@ IUte“;gNolmC ne and Justice it

~ Research [nstitute

ABOUT UNICRI

WHAT WE DO TRAINING AND CAPACITY BUILDING PUBLICATIO

NEWS AND MEDIA

YUBLIC NS
Gamlng and the Metaverse: The alarming
rise of online child sexual exploitation and
abuse within the new digital frontier -
November 2022

Increase of live streaming of child
sexual abuse, which remains a

particularly complex crime to investigate.

Anonymization and encryption tools

Huge increase in online solicitation,
sextortion and revenge porn

NCMEC study 2020:
« 959% of CSAM hosted in EU or US

« 19% of convicted offenders had images of
infants under the age of 3
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ABOUT OPERATIONS, SERVICES & CRIME PARTNERS & CAREERS & MEDIA & PUBLICATIONS & Q @ @
EUROPOL INNOVATION AREAS COLLABORATION PROCUREMENT PRESS EVENTS SEARCH ~ CONTACT ~ LANGUAGE

=<

Stop Child Abuse - Trace an Object

You can help us to trace an object and stop child abuse

Update date: 31 Jan 2024
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Z Do https://www.europol.europa.eu

This child sexual abuse image shows what is likely a hotel spa. Do you recognise the

place? Your information can help police save a victim. Thank you for sending us / t p h 1 I d b
your leads on https://Inkd.in/dp9xCHC #StopChildAbuse S O C I a u S e

ﬁ‘ Chris Chiang . 2ng s
#  Alin Digital Forensic Investigation and Training

Looks like this place(2th photol: https:/ . hotels.com/hob50557 /gin-
hai-motel-mingjian-taiwan/ (=ditad)

Qin Hai Motel in Mingjian

notels.com

Like  Reply 34 likes - 15 Replies
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Europol Trace An Object Campaign

t(-—«s(": “ https "D;holels.cum hod50557 fqin-

Fde Edit View Favosites

Chambre Double - Chambre  [4/19)

— - i o) - il

s-motel-min © ~ @ O @D THELD BSS.. ?jﬂv'cn;ma_ i ;mmmm_ G cybertercon... | (@ Futopok Ov.... 23 Thispagec— | M QnHai - < ) Oigitatn 20...

Aller 37 Presentation ganerale | Choix des chambres | Dans Tos aleniours | Informations sur Thotel

A

Fantastique 8,8
O OIUEIC
E y Partage

Résetvez cet hdtel et vous cumulerez des nuits
apris volre séjout

1o [t sl T e T I https://www.europol.europa.eu
e W e ﬁ'}:i s

- wranre stopchildabuse

1514

g e@ao.a o,
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Cyber-assisted crimes

« Traditional crimes, Internet is used to assist with the organisation of a crime

« The digital tool is not critical to these forms of crime, which would still take place if the

internet was removed

Trafficking activities of
collectivities

Criminal activities of
individuals

« Terrorism

« Smuggling of migrants
« Counterfeit medicines

« Illegal animal trafficking
- etc.

Using internet to learn how to commit or
hide a crime

Info gathering about prospective victims
Crime-as-a-service
etc.
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- Increasing modularization, high level of specialization

Goznym

Crimina
syndicate
suspected to have
committed frauds
for morethan
$100 millions
against more than
41,000 victims
through the use
of a banking
trojan named
GozNym.

Nikolaey
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Dismantling encrypted criminal EncroChat

communications leads to over 6 500
arrests and close to EUR 900 million seized

Judiciary and police present first overview of results

EncroChat phones were presented guaranteeing perfect anonymity, discretion and no traceability to users. It
also had functions intended to ensure automatic deletion of messages by recipients and a specific PIN code to
delete all data on the device of the sender, to quickly erase compromising messages, for example at the time of

arrest by the police.

In addition the device could be erased from a distance by the reseller/helpdesk. EncroChat sold crypto
telephones for around EUR 1 000 each, on an international scale.

The dimantling of EncroChat helped to prevent violent attacks, attempted murders, corruption and large-scale
drug transports, as well as obtain large-scale information on organised crime.
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 Tllicit online markets assist a number of activities related to the
commission of crimes. Some example:

« Exchange of illicit goods and stolen data

« Offering of services and tools to launch an attack

« Job market to join criminal networks

« Information sharing on techniques and targets

« Cybercriminals fora

« etc.

Although the large majority of illicit markets are hosted on the

darkweb and only reachable through the TOR browser, there
are fora also on the clear web..
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» https://link-king.org/#forums
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oGLOBAL

[TXN ] ::
« Alphazine

[ BIGGEST SHOP - HIGH VALID & DAILY FRESH UPDATE - BEST OFFER FOR SELLER]

[OOCODE CC - GUARANTEE RESULT

BIGGEST
MARKETPLACE

30000000+

SSN-DOB +DL +MMN
SSN-DOB.B

ANAY LOWEST PRICES & BIG UPDATES

Carding Forum - Hacking forum - Best Darknet Carding Forum - Free Dumps - Free Cvv

Card Villa

Threads / Posts
" Announcements (108 Viewing)
Al forum Announcements
! ]

Last Post
Threads: 10 W Card Villa Rules ™
Posts: 662 by bobbturn
Inﬁodut:ﬂons (113 Vie
ntroduce yoursel! here by of x 8 new thread

10-02-2023, 08:51 PM
Threads: 3,129
Posts: 5,859 NEW | SELLING BEST CW SHIP FULLZ... ™
by Tim Curry
Today, 08:42 AM
" Help desk (151 viewing)
Request help and ask questions

Threads: 641
Posts: 1,262 NEW  SELLING BEST CW SHIP FULLZ.., ™
by Tu‘m Curry

Today, 09:05 AM
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Cyber Terrorism
« Cyber-dependent terrorism (e.g. attacks against ICT infrastructure of a State/ DDoS)
« Cyber-enabled terrorism (e.g. hate crimes through the use of social media)

« Cyber-assisted terrorism (e.g. networking and anonymous communication,
propaganda)

Cyber Warfare

« "Cyberwarfare refers to a massively coordinated digital assault on a government
by another, or by large groups of citizens.

« [t s the action by a nation-state to penetrate another nation’s computers or networks
for the purposes of causing damage or disruption” (Clarke and Knake, 2012).
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I:) ] [ Ukrainian power grid 'lucky' to
withstand Russian cyber-attack

m o

The Ukrainian government has revealed it narrowly averted a serious cyber-
attack on the country's power grid.

Hackers targeted one of its largest energy companies, trying to shut down
substations, which would have caused blackouts for two million people.

The malicious software used in the attack is similar to that used by Russian
hackers who previous caused power cuts in Kyiv.

Researchers believe Russian military group Sandworm is responsible.
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Attacks connected to the Russian war of

24 Feb 2022, the day of the invasion.

Cyber attack against modems and routers
communicating with the satelliete network KA-
SAT, providing access to Internet to tens
thousand citizens in Ukraine and Europe

Wiper malware «AcidRain», to make the
system unavailable, not to access data or systems

Attribution 2 Russian Cyber Army, to make the
command center of Ukraine Army unusable
during the invasion

The action had impacts in all Europe

« A German energy company lost control over 5.800
wind turbines

aggression against Ukraine

Viasat"

Ultimately, tens of thousands of modems that were
previously online and active dropped off the network,
and these modems were not observed attempting to
re-enter the network. The attack impacted a majority of
the previously active modems within Ukraine, and a
substantial number of additional modems in other parts of
Europe.

Subsequent investigation and forensic analysis identified a
ground-based network intrusion by an attacker exploiting
a misconfiguration in a VPN appliance to gain remote
access to the trusted management segment of the KA-
SAT network. The attacker moved laterally through this
trusted management network to a specific network segment
used to manage and operate the network, and then used this
network access to execute legitimate, targeted
management commands on a large number of
residential modems simultaneously. Specifically, these
destructive commands overwrote key data in flash
memory on the modems, rendering the modems unable
to access the network, but not permanently unusable.
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< o WE ARE KILLNET Israeli government, you are responsible for this bloodshed. Back in 2022, you supported the terrorist
101.539 iscritti regime in Ukraine. You betrayed Russia. Today, Killnet officially informs you of this! All government
Messaggio fissato systems of Israel will be subject to our attacks!" Killnet said on the hacked website.
H . AT DTN NID'OWA DWX NNN 7N nwnn —
The Jerusalem Post & X — Check website https://www.gov.il/
@Jerusalem_Post - Follow The incradible is reall Profitale VPS 5.7 GHz, 6 locations, and more
c & wwwgovil 1+ s | Share report

| Checked on Sun Oct 08 14:57:25UTC 2023
Location ~ Result Time Code P

The Jerusalem Post has been targeted by multiple
cyberattacks this morning causing our site to crash.

nownn yrnn onive
= Austria, Vienna

2 Brazil, Sao Paulo

| = Bulgaris, Sofia Connection timed out

We'll be back soon and will continue to be the top source
of information on Operation Swords of Iron and the
murderous attacks by Hamas.

XN 1IN WPINH MNKN
NID'OYI DWUN NN N nwnn e L

quwna nonn 2022-a Ty ata omTn ‘ = Iran, Kara)

| .N'0NA NTAY .NINPIR U 0D i :”l e e 2
o ! = Iran, Tabriz
# |91X2 )2 7V D27 ny'TIn V17 DI'D
A 72X e n'wnn ndayn D e 5 7 T
FnaBHbIN roCyAapCTBeHHbIN CanT Mspamnbcxoro pe
WE ARE nw niopgna ninim y6uT!

KILNET

OtueT: g

nttpsi//check-host.net/cnec port/icZceatoak = Netherlands, Amsterdam  Connection timed

« MpasutenbcTeo Uapauns, Bbl : _ o _
BUHOBATbI B 3TOM KPOBOMPOUTHM. ; On Telegram, Killnet later said that the group is

Ewg B 2022 rony Bb! NOANEPXanu . not targeting ordinary Israeli citizens - its target is
% e o . o aina. B Fibarera s 5 the “regime” that “sold itself to the NATO whore,
8:01 AM - Oct 8, 2023 ® Ceropgns Killnet odpuumanbHo the same main terrorist, with the slogan of PEACE
coobuwaer Bam 06 atom! Hawwum S and DEFENSE!”
iliiif;i‘liiﬁiﬁﬂi’éﬁﬁfem. S The group added: “The atrocities that Hamas or
WUapanns! WS ¢ Israel commit against civilians are terrible! We

| ——exclude-the possibitity of-attacking-the-critical————

WE ARE KILLNET Y e infrastructure of both sides!”
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RedAlert, Israel's rocket alert app, Gaza-Linked Cyber Threat Actor Targets Israeli
breached by hacktivists Energy and Defense Sectors
Updated on: 09 October 2023 [ Oct 09,2023 & Newsroom

Pro-Palestinian hacktivist group AnonGhost exploited a flaw in the RedAlert app and sent a fake
threat of nuclear attack, researchers claim. The apps' creators told Cybernews RedAlert is

functioning normally.
VulzSec KillNet Blackshieldcrew MY Team Herox ThreatSec
Indian Cyber Force Anonymous Sudan Gb Anon 17 SynixCyberCrimeMY Cyber Army Of Russia
UCC Team UserSec Anonymous Morocco Panoc team
Garuna Ops Anonymous Russia Ghost Clan Malaysia 4 Exploitation
SilentOne Ghosts of Palestine Mysterious Team Bangladesh Team R70
IT ARMY of Ukraine Team Azrael Angel of Death Ganosec team Stucx Team
Dark Strom Team Moroccan Black Cyber Army The White Crew
Pakistani Leet Hackers Muslim Cyber Army Cscrew
Sylhet Gang-SG GhostClan TYG Team
Team_insane_Pakistan Eagle Cyber Crew Hizbullah Cyb3r Team
Hacktivism Indonesia Kerala Cyber Xtractors Electronic Tigers Unit

Garnesia Team YourAnon T13x StarsX Team
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Iran-backed hackers interrupt UAE, UK and
Canadian programming with fake Al news

broadcast

A group of hackers linked to Iran have interrupted BBC and a host of other European TV streaming services in
Britain, the United Arab Emirates and Canada, Microsoft stated in a report earlier this month, noting a marked
acceleration of Iranian cyber attacks since Hamas's October 7 attack on Israel. The programming was
interrupted with a fake news report on Gaza featuring graphic images and what appeared to be an Al-
generated anchor - the first time Iran has used Al in this way in its influence operations.

Issued on: 14/02/2024-16:09 (© 4 min

. B EOMANSTY

08 Oct 2023
The killed 180
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New tech and cybercrime:
Obama in 2018
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Deepfake and cyber operations

Microsoft's VALL-E Generates Speech

Sep 3, 2019, 04:42pm EDT | 47.443 views

A Voice Deepfal ra

To Scam A CEO
$243,000

Jesse Damiani Contributor ©® | |
Consumer Tech

I cover the human side of VR/AR, B
Media.

Ben Wodecki
January 11, 2023

From Just 3 Seconds of Audio

But it could lead to a proliferation of deepfake voices

iy\v‘mll‘wu

® 2 Min Read

otification

NVESTIGATION, CYBER DIVISION

n is being provided by the FBI, with no

s, for potential use at the sole discretion of
inst cyber threats. This data is provided to
»ssionals and system administrators guard
alicious actions of cyber actors. This PIN was
SA.

ed WLAVLGIE: Subject to standard copyright

| hation may be distributed without restriction.

Y 5 Almost Certainly Will
i >tic Content for Cyber and

e Operations
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« Affects the right to private life of hundreds of millions of
individuals whose personal data are stolen

« Can be an attack against the dignity and the integrity of
individuals, in particular sexual exploitation and abuse of

children
« Is a threat to the freedom of expression when attacks are

carried out against media, civil society organizations, etc. CRIMINAL
« Threatens public security and services, such as

governments, parliaments and other public institutions and JUSTICE

critical infrastructures

« Is a threat to democratic stability, when ICT is used for
xenophobia and racism, or radicalization and serve terrorism

« Undermines trust in democratic institutions, such as in
interfering with the electoral processes
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- Criminal justice international cooperation — The
Budapest Convention
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ITpro Business Cloud Hardware Infrastructure Secunty Software Technology Resources _.co.uk
[ |

NEWS Home > Security > Hacking

Less than 1% of computer hacking offences resulted in
prosecution in 2019

Of the 17,600 offences recorded in the UK, just 57 were able to be tried under the Computer Misuse Act, report finds

by: Bobby Hellard 1 Oct 2020

« "Not only is the current wave of cybercrime largely unseen, but the

chances of being successfully investigated and prosecuted for

a cyber attack in the US are now estimated at 0.05%.”
 For violent crime the equivalent chance is 46%.

(World Economic Forum, 2018)
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In 2018 the European Commission estimated that

« 859% of all criminal investigations require e-evidence and of

that percentage, two thirds (65%) are said to involve a cross-border
request to a service provider.

« 559 of total investigations include a request to cross-border
access to e-evidence or in other words more than half of all
investigations include a cross-border request to access e-evidence

— 54 —
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« Scale and quantity of criminal conducts online, data, devices, users and victims
 Under-reporting and the <1% problem

- Heterogeneous legal frameworks, international standards

« Identification, collection and use of electronic evidence and admissibility issues
- Direct collaboration with Service Providers

« International cooperation with foreign jurisdictions and effective coordination of
cross-border investigations

 Cloud computing, territoriality and jurisdiction

« Increased need of capacity building vs. available resources
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« Technical challenges
« Detection (e.g. botnet detection) and predictive analysis of data
« Identity/ Attribution (e.g. CGN)
« Broad use of anonymity techniques (darknets and virtual currencies)

« Availability and use of information vs. need to protect personal data (e.g.
data retention, WHOIS)

 Protected data and encryption vs. right to not incriminate oneself

« Increasing use of AI for criminal purposes (e.g. deepfake)

— 56—
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1. Common standards: Budapest Convention
on Cybercrime and related standards

“Protecting you
and your rights
in cyberspace”

2. Follow up and
assessments:

h i 3. Capacity building:
Cybercrime Convention ﬁ C-PROC P Technical

Committee (T-CY) cooperation programmes
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» Negotiated by Council of Europe (47 members), Canada, Japan, South Africa and USA
» Opened for signature on 23 November 2001 in Budapest

» Additional Protocol on Xenophobia and Racism via computer systems (2003)

» 2nd Additional Protocol on Enhanced Co-operation and Disclosure of electronic

evidence (2022)

» Followed by Cybercrime Convention Committee (T-CY) - Guidance Notes,
Interpretation, Monitoring

» Open for accession by any State — 69 Accessions/ Ratifications

» As of today, the only international Treaty on cybercrime and electronic evidence
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e The Budapest Convention — Scope
Criminalising + Procedural tools + International
conduct cooperation
. Expedited_

Illegal interception
Data interference
System interference
Misuse of devices
Fraud and forgery
Child pornography
IPR-offences

= Production order
= Interception of
computer data

Spontaneous information
Expedited preservation
Trans-border Access to Data
MLA for accessing computer
u ConditionS, data

safeguards = MLA for interception
= 24/7 points of contact

Procedural powers and international cooperation for ANY
CRIMINAL OFFENCE involving evidence on a computer system!
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_ Party, signatory or invited to accede to
Budapest Convention

P states By January 2024
Al Africa [P 14 26%
35 16 46%
| AllAsia [PV 6 14%
Al Europe _ [PT: 46 96%
14 6 43%
a1l Y 88 46%
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Criminalising + Procedural tools + International
conduct cooperation
= Expedited
preservation = Extradition
- e access = Search and seizure = MLA
= Illegal interception -
Data i * Production order = Spontaneous information

= Data interference « Interception of : .
W GrsrEr e P = Expedited preservation

ystem interference dat

. : computer data = Trans-border Access to Data
= Misuse of devices . MLA f . ;
« Fraud and forgery . Conditi or accessing computer
= Child pornography OP ! |0|:Is, data .
« IPR-offences sarteguards = MLA for interception

= 24/7 points of contact

Procedural powers and international cooperation for ANY
CRIMINAL OFFENCE involving evidence on a computer system!
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» Illegal Access (Art. 2)

« To access to the whole or any part of a computer system

Intentionally and without right

 Illegal Interception (art. 3)

Intentionally, and without right
« To intercept, by technical means, non-public transmissions of computer data

« To, from or within a computer system

« Data Interference (Art. 4)

Damaging, deletion, deterioration, alteration or suppression of computer data

« Intentionally, without right
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« System Interference (art. 5)

The serious hindering of the functioning of a computer system

By inputting, transmitting, damaging, deleting, deteriorating, altering or suppressing computer data

Intentionally, without right

« Misuse of devices (Art. 6)

Intentionally, without right, to produce, sale, procure for use, import, distribute or otherwise make available

A device, including a computer program, designed or adapted primarily for the purpose of committing any of the
offences established in accordance with Article 2 - 5;

a computer password, access code, or similar data by which the whole or any part of a computer system is capable of
being accessed with intent that it be used for the purpose of committing any of the offences established in Articles 2 - 5

« To possess an item referred to in paragraphs (a)(1) or (2) above, with intent that it be used for the purpose of
committing any of the offences established in Articles 2 - 5.
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« Computer-related Forgery (Art. 7)
« Input, alteration deletion, or suppression of computer data, resulting in inauthentic data

« With the intent that it be considered or acted upon for legal purposes as if it were authentic,
regardless whether or not the data is directly readable and intelligible

« Intentionally, without right

« Computer-related fraud (Art. 8)
« Intentionally, withuot right
« The causing of a loss of property to another by:

(a) any input, alteration, deletion or suppression of computer data,

(b) any interference with the functioning of a computer or system,

« with the intent of procuring, without right, an economic benefit for oneself or for another
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Content-Related Offences

« Child Pornography (Art. 9)

« Intentionally, without right

(a) producing child pornography for the purpose of its distribution through a computer system;
(b) offering or making available child pornography through a computer system;

(c) distributing or transmitting child pornography through a computer system;

(d) procuring child pornography through a computer system for oneself or for another;

(e) possessing child pornography in a computer system or on a computer-data storage medium.

« Includes pornographic material that visually depicts

(a) a minor engaged in sexually explicit conduct;
(b) a person appearing to be a minor engaged in sexually explicit conduct;

(c) realistic images representing a minor engaged in sexually explicit conduct.

« “minor” shall include all persons under 18 years of age
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- Intellectual Property Rights - IPR (Art. 10)

« Doesn’t create a new regulation on the subject, purpose is to apply previous rules on
copyright, extending relevant provisions to the on-line reality

« Infringements infringements of copyright on-line, or committed by the means of a computer
system, must be punished as if it was committed in the real world

« References to existing international treaties

Paris Agreement (24 July 1971), Bern Convention, WIPO Treaties

« Ancillary liability and sanctions
« Aiding and abetting (Art. 11)

« Criminal responsibility of legal entities (Art.12)




¢

oo Online defamation in Thailand

CYBERSECURITY
COMPETENCE
CENTER

o S ‘ e A Thai man has been jailed for 35 years for Facebook posts deemed insulting
Man ] al]'Ed for 35 years m Thalland fOr to the royal family, a watchdog said, in one of the harshest sentences handed
insulting monarchy On Facebool( down for a crime that insulates Thailand’s ultra-rich monarchy from

criticism.

Bangkok military court convicts 34-year-old in one of harshest A Bangkok military court convicted him of 10 counts of lese-majesty for
sentences handed down for draconian royal defamation law posting photos and videos of the royal family on a Facebook account that

purported to belong to a different user.

Wichai, 34, whose last name was withheld to protect his relatives from
ostracism, was accused of using the account to slander a former friend, said
iLaw, a group that tracks royal defamation cases.

“The court punished him with seven years per count. Altogether he was
given 70 years, but it was reduced in half because he confessed,” said
Yingcheep Atchanont from iLaw.

Thailand's 1ése-majesté laws

Strict lese-majesté laws make it a crime to criticise, defame or insult members of the royal
family.

In practice, this means open discussion or critical reporting about the royal family is
considered illegal.

The military junta, which seized power in 2014, has been criticised for using the law -
which can see people jailed for up to 15 years on each count - to stifle opposition.

In 2015, a man was jailed for 30 years over six Facebook posts and the local printer of the
New York Times refused to publish an edition with a story on the king.

https://www.thequardian.com/world/2017/jun/09/man-jailed-for-35-years-in-thailand-for-insulting-monarchy-on-facebook 68
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Online defamation in USA

14 Jan 2022

{7  Reuters @
REUTERS 16 h - e

President Joe Biden announced his administration's plans to spend
$27 billion to fix thousands of U.S. bridges, the latest roll-out
associated with the $1 trillion infrastructure bill

https://reut.rs/3GLoKp7

BUILDING A V\

SETTER AMERICA o
[y '.l

Commenti: 101 Condivisioni: 31

Mi piace - Rispondi - 14 h

'l You're a joke pal, you need to be in a nursing home

being spoon fed apple sauce you senile POS! 25

Mi piace - Rispandi - 43 m

; l #BABBLING #BIDEN==#BUFFOON with Dementia.

Mi piace - Rispondi - 16 h AL

https://www.facebook.com/watch?ref=search&v=338616928135242&external log id=3a2d5f51-8fcf-4a6d-al146-f3caaeblfbbe&qg=joe%20biden 69
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Criminalising + Procedural tools + International
conduct cooperation
= Expedited
preservation = Extradition
" [lllegal access = Search and seizure = MLA
= Illegal interception -
Data i * Production order = Spontaneous information

= Data interference = Interception of : .
« System interf P = Expedited preservation

ystem interference et

. : computer data = Trans-border Access to Data
= Misuse of devices . MLA f . ;
. Fraud and forgery P or accessing computer
= Child pornography OP ! |0|:Is, data .
« IPR-offences sarteguards = MLA for interception

= 24/7 points of contact

Procedural powers and international cooperation for ANY
CRIMINAL OFFENCE involving evidence on a computer system!
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Except as specifically provided otherwise in Article 21, each Party shall apply the
powers and procedures referred to in paragraph 1 of this article to:

« the criminal offences established in accordance with Articles 2 through
11 of this Convention;

. otlc'jner criminal offences committed by means of a computer system;
an

 the collection of evidence in electronic form of a criminal offence.
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« Establishment, implementation and application of the powers and procedures provided
for in this Section are subject to conditions and safeguards provided for under its
domestic law,

« which shall provide for the adequate protection of human rights and liberties, including
rights arising pursuant to obligations it has undertaken under international conventions

« and which shall incorporate the principle of proportionality

« Such conditions and safeguards shall, as appropriate in view of the nature of the
procedure or power concerned, inter alia, include

- judicial or other independent supervision,
« grounds justifying application, and

« limitation of the scope and the duration of such power or procedure.
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Production Order (Art. 18)

« To empower law enforcement authorities to order:

a) a person in its territory to submit specified computer data in that person’s
possession or control; and

b) a service provider offering its services in the territory of the Party to submit
subscriber information relating to such services.

« Order to provide

« data stored in a computer system under their responsibilities

e subscriber information




L

L e The Budapest Convention — Scope
R
CENTER
Criminalising + Procedural tools + International
conduct cooperation
= Expedited
preservation = Extradition
" [lllegal access = Search and seizure = MLA
= Illegal interception -
Data i * Production order = Spontaneous information

= Data interference « Interception of : :
« System interf P = Expedited preservation

ystem interference dat

. : computer data = Trans-border Access to Data
= Misuse of devices . MLA f . ;
« Fraud and forgery . Condition or accessing computer
= Child pornography OP o ds, data .
« IPR-offences sarteguards = MLA for interception

= 24/7 points of contact

Procedural powers and international cooperation for ANY
CRIMINAL OFFENCE involving evidence on a computer system!
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Spontaneous Information (Art. 26)

 The authorities from a Party, within an internal investigation, discover that some of
the information they obtained must be forwarded to the authorities of other
Party

« It can be done if the information seems to be useful or necessary to the beginning or
the developing of an investigation respecting to a criminal offence in the framework of
the Convention

- Confidentiality

« Collection of information from another jurisdiction without using MLA treaties
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Expedited Preservation (Art. 29)

« Expedited preservation of data stored in a computer system

- Parallel framework to the internal provision, it allows one contracting Party to require

from other Party the expedited preservation of data, if at the same time
expresses its intention of sending a formal request of assistance for a search, or

a seizure, or any similar measure

« The requested party must act as necessary, with all the due diligence, to preserve the
requested data, according to its own national law
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Mutual assistance regarding accessing of stored computer data
(Art. 31)

« Request to another State to search [or similarly access] or seize [or similarly
secure] and disclose data stored by means of a computer system

« Located within the territory of the requested State

« Including data that has been preserved pursuant to Article 29
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Transborder Access to Stored Computer Data with Consent or Where Publicly
Available (Art. 32)

« Possibility given to law enforcement from a « Does not require mutual assistance between
Party to obtain evidence stored in a Parties. Does not require notification to the
computer physically located in other other party. Does not exclude notification

Party’s territory « Article 32b

« Without any request of international - Explicit consent required
cooperation if, during a concrete Person who has the lawful authority to disclose

investigation, the officers in charge the data depends on circumstances, laws and

regulations
a) need to obtain open source information from a
computer located in a foreign country ; or
b) access data with the lawful and voluntary
consent of the lawfully authorised person
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24/7 Network (Art. 35)

« Obligation to create a permanently available contact point, 24/7

« General objectives of these contact points to facilitate international co-operation
giving technical advisory to other contact points
activating the proper mechanism to expedited preservation of data
urgently collecting evidence

identifying and discovering suspects

« Operational network of experts on high-tech criminality to provide quick help and
cooperation even if a formal cooperation request must follow this informal way

« Immediate preservation of traffic data and other stored data worldwide
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- The way ahead

80



::.. MLA and Evidence in the Cloud

CYBERSECURITY
COMPETENCE
CENTER

= Mutual legal assistance remains a primary means to obtain electronic evidence for
criminal justice purposes

= MLA needs to be made more efficient

= QOften subscriber information or traffic data needed first to substantiate or address an
MLA request

= The issues of the evidence in the cloud
= MLA often not feasible to secure volatile evidence in unknown or multiple jurisdictions

= Loss of location: to whom to send an MLA request?
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A. Provisions for more efficient MLA Negotiations: Sep 2017 > May 2021

Emergency MLA
Adopted: November 2021

Joint investigations

Video conferencing Opened for signature: 12 May 2022
Language of requests

B. Provisions for direct cooperation with 2 ratifications - Serbia and Japan

providers in other jurisdictions

Subscriber information 43 signatories

WHOIS Will enter into force with 5 ratifications

C. Framework and safeguards for existing
practices of extending searches transborder https://www.coe.int/en/web/cybercrime/the-

budapest-convention

D. Safeguards/data protection



https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://www.coe.int/en/web/cybercrime/the-budapest-convention

E?o Explainer (EN)
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https://vimeo.com/646021759 83
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« Requests, orders and accompanying information submitted to a Party
shall be in a language acceptable to the requested Party or the Party

notified under Article 7, paragraph 5, or be accompanied by a translation
into such a language.

* Orders under Article 7 and requests under Article 6, and any
accompanying information shall be:

a. submitted in a language of the other Party in which the service provider or entity
accepts them under comparable domestic process;

b. submitted in another language acceptable to the service provider or entity; or

C. accompanied by a translation into one of the languages under paragraphs 2.a or
2.b.
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1. Each Party shall adopt such legislative and other measures as
may be necessary to empower its competent authorities, for
the purposes of specific criminal investigations or

proceedings, tO Issue a request to an entity

providing domain name registration WH(IS
services in the territory of another Party S \

for information in the entity’s possession
or control, for identifying or contacting
the registrant of a domain name.

2. Each Party shall adopt such legislative and other measures as may be necessary to permit
an entity in its territory to disclose such information in response to a
— request under paragraph 1, subject to reasonable conditions provided by domestic law.
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1. Each Party shall adopt such legislative and other measures as
may be necessary to empower its competent authorities to issue

an order to be submitted directly to a service
provider in the territory of another Party, in
order to obtain the disclosure of specified,
stored subscriber information in that service

provider’s possession or control, where the
subscriber information is needed for the issuing Party’s specific
criminal investigations or proceedings.

2. a. Each Party shall adopt such legislative and other measures as may be necessary for 4
service provider in its territory to disclose subscriber
* information in response to an order under paragraph 1.
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a. <«Except as otherwise provided in paragraphs 1.b» (existing binding agreements) «and
c» (other arrangements), «each Party shall process the personal data that it receives
under this Protocol in accordance with paragraphs 2 to 15 of this article».

15. Consultation and

organization suspension

2. Purpose and use 8. Maintaining records 12. Access and
3. Quality and integrity 9. Onward sharing within rectification
4. Sensitive Data a Party 13. ?:ccllilgilaall fennilelllczg;
5. Retention period 10. Onward transfer to ]
] another State or an 14. Oversight
6. Automated decisions international
7.

Data security and
security incidents 11. Transparency and
notice
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T A new UN Treaty?

August 13, 202112:55PM EDT

| Russia’s Vision for Cybercrime is Dangerous, But a New UN
The hypocrisy of Russia’s push
for a new global cybercrime treaty
i . MERCEDES PAGE er Way in
1 Russia has pon
il The same Russia in the middle of invading a neighbour
{Z %ﬁ%ﬁ is preaching respect for state sovereignty online. E’
4 internatio
B R sE pem————
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W2 . Office on Drugs and Crime search the sit
W77 Nations =]

Topics *~ Whatwedo ~ Information For ~ Aboutus ~ Field Offices ~ Quick Links ~  Executive Director

»» Topics  »» Cybercrime  »» Ad hoc committee to elaborate an international convention on countering the use of ICTs for criminal purposes

Ad Hoc Committee to Elaborate a Comprehensive
International Convention on Countering the Use of
Information and Communications Technologies for
Criminal Purposes

https://www.unodc.org/unodc/en/cybercrime/ad hoc committee/home
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General Purpose of the Ad Hoc Committee is to elaborate a Comprehensive

International Convention on Countering the Use of Information and
Communications Technologies for Criminal Purposes

To bring together world governments and other relevant stakeholders (primarily non-
governmental organizations and private companies) to form a new convention with the

purpose of preventing the use of information and communications technologies for the
criminal purposes
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« The work of the committee will be concluded once it presents a draft
convention to the General Assembly at its seventy-eighth session in
September 2024.

« The committee is chaired by Algeria, with 13 vice chairs

 The chair can invite, as observers, global and regional intergovernmental
organisations, representatives of United Nations bodies, and representatives of
functional commissions of the Economic and Social Council (ECOSOCQC)

 The chair and the United Nations Office on Drugs and Crime (UNODC) has
drawn up a list of relevant NGOs, civil society organizations, academic
institutions, and the private sector representatives with expertise in
cybercrime, and member states decided on who could participate.
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« Organizational session, New York, 10-12 May 2021

« Session on organizational matters, New York, 24 February 2022

« First session, New York, 28 February - 11 March 2022

« Second session, Vienna, 30 May - 10 June 2022

 Third session, New York, 29 August - 9 September 2022

 Fourth session, Vienna, 9-20 January 2023

- Fifth session, Vienna, 11-21 April 2023

« Sixth session, New York, 21 August - 1 September 2023

« Concluding session, New York, 29 January - 9 February 2024 NOT CONCLUDED YET



https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/Organizational_session
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc-session-organizational-matters.html
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc-first-session.html
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc-second-session.html
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc_third_session/main.html
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc_fourth_session/main.html
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc_fifth_session/main
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc_sixth_session/main
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc_concluding_session/main
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 Art. 1 — Statement of purposes

a) Promote and strengthen measures to prevent and combat cybercrime more
efficiently and effectively; [agreed ad referendum]

b) Promote, facilitate and strengthen international cooperation in preventing and
combating cybercrime; and [agreed ad referendum]

c) Promote, facilitate and support technical assistance and capacity-building to
prevent and combat cybercrime, in particular for the benefit of developing
countries.
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 Art. 3 - Scope of applications (TBA)

« This Convention shall apply, except as otherwise stated herein, to:

a) The prevention, investigation and prosecution of the criminal offences
established in accordance with this Convention, including the freezing,
seizure, confiscation and return of the proceeds from such offences;

b) The collecting, obtaining, preserving and sharing of evidence in electronic
form for the purpose of criminal investigations or proceedings, as provided
for in articles 23 and 35 of this Convention.
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« Art. 23 - Scope of procedural powers
[...]

b) Except as provided otherwise in this Convention, each State Party shall apply the powers
and procedures referred to in paragraph 1 of this article to:

a) The criminal offences established in accordance with this Convention;

b) Other criminal offences committed by means of an information and communications
technology system; and

c) The collection of evidence in electronic form of any criminal offence.

[..]
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Article 35. General principles of international cooperation

1. States Parties shall cooperate with each other in accordance with the provisions of this Convention, as well
as other applicable international instruments on international cooperation in criminal matters, and domestic
laws, for the purpose of:

a) The investigation, prosecution and judicial proceedings of the criminal offences established in
accordance with this Convention, including the freezing, seizure, confiscation and return of the
proceeds from such offences;

b) The collecting, obtaining, preserving and sharing of evidence in electronic form of criminal offences
established in accordance with this Convention;

c) The collecting, obtaining, preserving and sharing of evidence in electronic form of any
serious crime, including serious crimes established in accordance with other applicable
United Nations conventions and protocols in force at the time of adoption of this Convention.
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- Article 4. Protection of sovereignty [agreed ad
referendum]

1. States Parties shall carry out their obligations under this Convention in a
manner consistent with the principles of sovereign equality and
territorial integrity of States and that of non-intervention in the
domestic affairs of other States.

2. Nothing in this Convention shall entitle a State Party to undertake in the
territory of another State the exercise of jurisdiction and performance
of functions that are reserved exclusively for the authorities of that
other State by its domestic law.
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« Article 5. Respect for human rights (TBA)

« States Parties shall ensure that the implementation of their obligations under this Convention is consistent with their
obligations under international human rights law.

« Article 24. Conditions and safeguards (TBA)

1. Each State Party shall ensure that the establishment, implementation and application of the powers and
procedures provided for in this Chapter are subject to conditions and safeguards provided for under its domestic law,
which shall provide for the protection of human rights, in accordance with its obligations under international human rights
law, and which shall incorporate the principle of proportionality.

2. In accordance with and pursuant to the domestic law of each State Party, such conditions and safeguards shall, as
appropriate in view of the nature of the procedure or powers concerned, include, inter alia, judicial or other
independent review, the right to an effective remedy, grounds justifying application, and limitation of the
scope and duration of such power or procedure.

3. To the extent that it is consistent with the public interest, in particular the proper administration of justice, each State Party
shall consider the impact of the powers and procedures in this Chapter upon the rights, responsibilities and legitimate
interests of third parties.
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- Article 6. Illegal access

1. Each State Party shall adopt such legislative and other measures as may be
necessary to establish as a criminal offence under its domestic law, when
committed intentionally, the access to the whole or any part of an
information and communications technology system without right.
[agreed ad referendum]

2. A State Party may require that the offence be committed by infringing
security measures, with the intent of obtaining electronic data or other
dishonest or criminal intent or in relation to an information and
communications technology system that is connected to another information
and communications technology system.
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Illegal interception
8. Interference with electronic data

9. Interference with an information and communications technology system
[agr. ad r.]

10. Misuse of devices
11. Information and communications technology system-related forgery
12. Information and communications technology system-related theft or fraud

13. Offences related to online child sexual abuse or child sexual exploitation
material

18. Liability of legal persons
19. Participation and attempt
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« Article 14. Solicitation or grooming for the purpose of committing a sexual
offence against a child

« Article 15. Non-consensual dissemination of intimate images
 Article 16. Laundering of proceeds of crime

« Article 17. Offences relating to other international treaties (TBA)
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1. Each State Party shall adopt such measures as may be necessary to establish its jurisdiction over the offences
established in accordance with this Convention when:

a) The offence is committed in the territory of that State Party; or [agreed ad referendum]

b) The offence is committed on board a vessel that is flying the flag of that State Party or an aircraft that is registered under the
laws of that State Party at the time when the offence is committed. [agreed ad ref.]

2. Subject to article 4 of this Convention, a State Party may also establish its jurisdiction over any such
offence when: [agreed ad referendum]

a) The offence is committed against a national of that State Party; or [agreed ad referendum]

b) The offence is committed by a national of that State Party or a stateless person with habitual residence in its territory; or
[agreed ad referendum]

c) The offence is one of those established in accordance with article 16, paragraph 1 (b) (ii), of this Convention and is committed
outside its territory with a view to the commission of an offence established in accordance with article 16, paragraph 1 (a) (i) or
(ii) or (b) (i), of this Convention within its territory; or [agreed ad ref.]

d) The offence is committed against the State Party.

e
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enforcement, in line with BC

 Article 25.

 Article 26.
data

- Article 27.
- Article 28.
- Article 29.
- Article 30.

Expedited preservation of stored electronic data

Expedited preservation and partial disclosure of traffic

Production order
Search and seizure of stored electronic data
Real-time collection of traffic data

Interception of content data
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- Article 31. Freezing, seizure and confiscation of the proceeds of
crime

 Article 32. Establishment of criminal record
 Article 33. Protection of withesses

« Article 34. Assistance to and protection of victims
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« Article 36. Protection of personal data

a) A State Party transferring personal data pursuant to this Convention shall do so in
accordance with its domestic law and any obligations the transferring Party may have under
applicable international law. States Parties shall not be required to transfer personal
data in accordance with this Convention if the data cannot be provided in
compliance with their applicable laws concerning the protection of personal data;

b) Where the transfer of personal data would not be compliant with paragraph 1, subparagraph
(a), of this article, States Parties may seek to impose appropriate conditions, in accordance

with such applicable laws, to achieve compliance in order to respond to a request for
personal data;

c) States Parties are encouraged to establish bilateral or multilateral arrangements to facilitate
the transfer of personal data.

. ]
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« Article 37. Extradition
- Article 38. Transfer of sentenced persons

« Article 39. Transfer of criminal proceedings
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Chapter V - International cooperation

Article 40. General principles and procedures relating to mutual legal assistance

Mutual legal assistance shall be afforded to the fullest extent possible under relevant laws, treaties, agreements and
arrangements of the requested State Party with respect to investigations, prosecutions and judicial proceedings in relation to
the offences for which a legal person may be held liable in accordance with article 18 of this Convention in the requesting

State Party.

Mutual legal assistance to be afforded in accordance with
this article may be requested for any of the following
purposes: (a) Taking evidence or statements from
persons; (b) Effecting service of judicial documents; (c)
Executing searches and seizures, and freezing; (d)
Searching or similarly accessing, seizing or similarly
securing, and disclosing electronic data stored by
means of an information and communications technology
system pursuant to article 44; (e) Collecting real-time
traffic data pursuant to article 45; (f) Intercepting
content data pursuant to article 46; (g) Examining objects

and sites; (h) Providing information, evidentiary items,
evidence and expert evaluations; (i) Providing originals
or certified copies of relevant documents and records,
including government, bank, financial, corporate or business
records; (j) Identifying or tracing proceeds of crime,
property, instrumentalities or other things for evidentiary
purposes; (k) Facilitating the voluntary appearance of
persons in the requesting State Party; (I) Recovering
proceeds of crime; (m) Any other type of assistance
that is not contrary to the domestic law of the
requested State Party.
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« Article 41. 24 /7 network

« Article 42. International cooperation for the purpose of expedited
preservation of stored electronic data

- Article 43. International cooperation for the purpose of expedited
disclosure of preserved traffic data

- Article 44. Mutual legal assistance in accessing stored electronic data

- Article 45. Mutual legal assistance in the real-time collection of traffic
data

- Article 46. Mutual legal assistance in the interception of content data
- Article 48. Joint investigations
- Article 51. Special cooperation

108



Q“D Ch. V - International cooperation, additions
G to BC

CENTER

« Article 47. Law enforcement cooperation

« Article 49. Mechanisms for the recovery of property through
international cooperation in confiscation

- Article 50. International cooperation for the purposes of
confiscation

« Article 52. Return and disposal of confiscated proceeds of crime
or property
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Chapter VI - Preventive measures

* Preventive measures may include:

(a)

(b)

(c)

Strengthening cooperation between law
enforcement agencies or prosecutors
and relevant individuals and entities
outside the public sector;

Promoting public awareness regarding the
existence, causes and gravity of the threat
posed by the offences established in
accordance with this Convention

Building and making efforts to increase the
capacity of domestic criminal justice
systems, including training and
developing expertise among criminal
justice practitioners

(d) Encouraging service providers to take

effective preventive measures;

(e) Recognizing the contributions of the

(f)

legitimate activities of security
researchers when intended solely to
strengthen and improve the security of
service providers’ products, services and
customers located within the territory of the
State Party;

Developing, facilitating and promoting
programmes and activities in order to
discourage those at risk of engaging in
cybercrime from becoming offenders and
to develop their skills in a lawful manner;
[agreed ad referendum]
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Chapter VI - Preventive measures

g) Endeavouring to promote the reintegration

h)

into society of persons convicted of
offences established in accordance with this
Convention;

Developing strategies and policies to
prevent and eradicate gender-based
violence that occurs through or is
amplified by the use of information and
communications technologies, taking into
consideration the special circumstances and
needs of persons in vulnerable situations;

Undertaking specific and tailored efforts to
keep children safe online, including
through education and training on and
raising public awareness of child sexual
abuse or child sexual exploitation online;

1)

Enhancing the transparency

k) Respecting, promoting and protecting the

)

freedom to seek, receive, [ and impart
public] information concerning
cybercrime; [agreed ad referendum] (I)
Developing or strengthening support
programmes for victims of the offences
established in accordance with this
Convention;

Preventing and detecting transfers of
proceeds of crime and property related to
the offences established in accordance with
this Convention.
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(a)

(b)

(d)

(e)

(f)

Methods and techniques used in the prevention, commission of the offences

detection, investigation and prosecution of the _ o o _

offences: (g) Appropriate and efficient legal and administrative
mechanisms and methods for facilitating the

Building capacity in the development and planning seizure, confiscation and return of proceeds of

of strategic policies and legislation to prevent offences;

and combat cybercrime; . L
y (h) Methods used in the protection of victims and

Building capacity in the collection, preservation witnesses who cooperate with judicial authorities;
and sharing of evidence, in particular in _ o ]

electronic form, including the maintenance of the (i) Training in relevant substantive and procedural
chain of custody and forensic analysis; law, and law enforcement investigation powers

Modern law enforcement equipment and the use
thereof;

Training of competent authorities in the
preparation of requests for mutual legal
assistance and other means of cooperation

Prevention, detection and monitoring of the
movements of proceeds deriving from the
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 Article 55. Exchange of information

« Article 56. Implementation of the Convention through
economic development and technical assistance
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Thank you

Matteo Lucchetti
Direttore Operativo

Cyber 4.0 — National Cyber Security Competence Center
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