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My experience so far
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Half empty or half full?

http://aeon.co/ideas/which-is-more-fundamental-processes-or-things
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Processes are into dynamics

Thanks Dr. Mieke Jans for offering her hand
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Blockchain as an
infrastructure
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Transaction

• Transfer of (crypto)assets (Ether, Bitcoin, Algo, …)
from account A to account B

Externally Owned 

Account (EOA)

Externally Owned 

Account (EOA)
Digital signature
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Metaphor

8
Image by Airodyssey, https://en.wikipedia.org/wiki/File:BlankCheque.png
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Ledger

• Ordered collection of transactions

• The order matters!
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Double spending
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Double spending
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Block

• Blocks group and collate transactions

• The order matters!
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Hashing the previous block for immutability

• Blocks refer back to direct predecessors via hashing

• The order matters!
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The blockchain remembers
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Shortcomings of centralised ledgers
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• Potentially

 lost or destroyed

 containing invalid transactions

 incomplete

 altered



Ledgers are distributed and
maintained by a network

https://ehtstats.net https://ehternodes.org
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Decentralisation for persistence

Centralisation Decentralisation

Warning: possible information inconsistency → mining and consensus
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Distributed nature
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Distributed nature
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Distributed nature
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Centralized, decentralized, distributed

• Politically decentralised

 No entity controls the network

• Logically centralised

 One commonly agreed state*

• Architecturally distributed

 Nodes have access to the full history

21
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Mining for a blockchain

Proof of Work (PoW): obtain the right to publish the 
next block by solving a computationally intensive 
puzzle

Proof of Stake (PoS): decide on the next block to be 
published and put cryptoassets at stake for it

Checking that a solution is valid is easy

An incentive is needed to keep the infrastructure up
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Crypto-fuel needed!
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Crypto-fuel needed
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From peer-to-peer electronic cash system
to programmable distributed environment

“A universal platform with internal programming language, so that

everyone could write any app”

[V. Buterin]
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Smart contracts
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Smart Contracts are
pieces of code

• Smart Contracts in Ethereum

 live in the Ethereum environment

 execute a function when called

 have direct control over their own balance 
and key/value storage

 have their behaviour fully specified by their 
code
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A programmable distributed environment

Gas price (execution costs)

Input (and output) encoded data.

Smart Contract 

Account
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New

Smart Contract 

Account

New address

Smart contract code to be deployed

Invoking a smart 

contract function

Deploying a new 

smart contract



The Ethereum Virtual Machine (EVM)

• Think of the EVM as an emulation of a 
single, global “computer”

• A globally accessible virtual machine 
(like a mainframe)

 in fact, lots of smaller computers

• There is a cost associated to the running 
of programs on the EVM

 Please welcome the gas

29
Image on the top-right courtesy of BlockchainHub (blockchainhub.net). Image on the bottom-right corner: [IES]
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The paradigm

Mainframe Terminal

30
L: https://commons.wikimedia.org/wiki/File:SiemensHicom300_1200.jpg; R: https://commons.wikimedia.org/wiki/File:HP_2647A_terminal.jpg
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Metaphor (updated)

31
Image by Airodyssey, https://en.wikipedia.org/wiki/File:BlankCheque.png
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The polygraph machine

Where are Smart Contracts 
executed?

First on the mining nodes.

Then, potentially, on every node!

Only absolutely needed 

instructions should be in the code!

C
. D

i C
iccio

, M
a

rch
 2

0
2

2
B

lo
ck

ch
a

in
 a

s a
 p

ro
ce

ss e
x
e
cu

tio
n

 in
fra

stru
ctu

re

32



Distributed nature
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Smart contracts are
pieces of code (not for free)

Wood, “Ethereum: A secure decentralised generalised transaction ledger” (2014), https://ethereum.github.com/yellowpaper/paper.pdf
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Smart contracts and tokens
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Tokens are not cryptofuel
nor anything conceptually new, after all!

1:5

C
. D

i C
iccio

, M
a

rch
 2

0
2

2
B

lo
ck

ch
a

in
 a

s a
 p

ro
ce

ss e
x
e
cu

tio
n

 in
fra

stru
ctu

re

36



Your brand new token in 5 minutes or less
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Tokens

38
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Token: A new asset class

• Multiple functions:

• Currency
• large-entity-backed medium of exchange for goods and services

• Commodity
• basic good tradeable or exchangeable with other goods of the same type

• Utility
• Satisfaction quantifier for an economic good or service

• “Utility token” is even on the Merriam-Wesbter dictionary:
https://www.merriam-webster.com/dictionary/utility%20token

• Security
• Financial instrument that guarantee ownership, credit, or decision power

• Different nature:

• Fungible
• Individual units can be mutually substituted

• Non-fungible
• Units are unique and not interchangeable

39
All icons made by Freepik (www.freepik.com) from www.flaticon.com
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Private|public / Permissioned|permissionless

Transactability / visibility

Private Public

C
o

n
s
e
n

s
u

s Permissionless

Selected nodes can

transact and view,

all nodes can

participate in consensus

Every node can

transact and view,

participate in consensus

Permissioned

Selected nodes can

transact and view, or

participate in consensus

Every node can

transact and view,

selected nodes

participate in consensus

C
. D

i C
iccio

, M
a

rch
 2

0
2

2
B

lo
ck

ch
a

in
 a

s a
 p

ro
ce

ss e
x
e
cu

tio
n

 in
fra

stru
ctu

re

40
Anderberg et al. “Blockchain Now And Tomorrow” (2019) http://dx.doi.org/10.2760/901029
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Anderberg et al. “Blockchain Now And Tomorrow” (2019) http://dx.doi.org/10.2760/901029



The Blockchain and the Internet

42
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Web 1.0

43
Back end Front end
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Web 2.0

44
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Web 3.0
Decentralised applications (DApps)

45
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Wrap-up

• Transactions → Transfer of assets (and code invocation)

• Signatures → Authentication

• Ledger → Transaction ordering

• Distributed architecture → Data persistency

• Hashing → Robustness

• Proof-of-[…] → Publishing rights

• Consensus → Eventual consistency

• Smart contracts → Programmability (and tokens / app coins)
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Blockchain and 
Distributed Ledger 
Technologies
M.Sc. course at the Sapienza University of Rome

Starting in September 2022 (a.y. 2022-23, 1st semester)
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Do I need the 
blockchain then?
Interlude
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Do I need a blockchain? (Birch model, joke)

49
https://medium.com/@sbmeunier/when-do-you-need-blockchain-decision-models-a5c40e7c9ba1

Do I need a 

blockchain?

No.
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Do I need a blockchain? (Wüst & Gervais)

50
Wüst, K. & Gervais, A. Do you Need a Blockchain? CVCBT, IEEE, 2018
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Blockchain as a process execution infrastructure
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Process Science and Business Process Management

Process 
discovery

Process 
identification

Process
analysis

Process
implementation

Process
monitoring

Process
redesign

Process architecture

As-is process
model

Insights on
weaknesses and 

their impact

To-be process 
model

Executable 
process
model

Conformance and 
performance 

insights

Dumas, La Rosa, Mendling, Reijers: Fundamentals of Business Process Management, Second Edition. Springer, 2018.

Define Vision Develop Strategy Implement 
Strategy

Manage Personnel Manage Assets

Management Processes

Core Processes

Support Processes

Manage Risk

Manage
Information 

Procure
Materials

Procure
Products

Market
Products

Deliver 
Products

Manage 
Customer 

Service

Examples for BPM lifecycle and process mining
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Processes and division of labour

The trade of a pin-maker: But in the way in which this business is now carried on, it is divided into a 
number of branches: 

• One man draws out the wire;

• another straights it; 

• a third cuts it;

• a fourth points it; 

• a fifth grinds it at the top for receiving the head; 

• to make the head requires three operations; 

 to put it on is a peculiar business; 

 to whiten the pins is another; 

 to put them into the paper; … 

[…] making a pin is, in this manner, divided into about 18 distinct operations.

[1] Smith 1776 [2] Dumas, La Rosa, Mendling, Reijers 2018

Draw out 

wire
Straight wire Cut wire Grind wire

Put head on 

pin

Put pin

in paper
Whiten pin

Point wire

Make head
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Division of labour

Icons © freepik.com

Draw out 

wire
Straight wire Cut wire Grind wire

Put head on 

pin
Put pin

in paper
Whiten pin

Point wire

Make head
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Division of labour → Automation

Draw out 

wire
Straight wire Cut wire Grind wire

Put head on 

pin
Put pin

in paper
Whiten pin

Point wire

Make head

Icons © freepik.com
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Systems like to report on their job (logging)

• [2019-02-18T12:30:00-02:00] 0xACDC0801 executes Draw Out 
Wire on Item 0xAA01

• [2019-02-18T12:30:10-02:00] 0xACDC0802 executes Straight 
Wire on Item 0xAA01

• [2019-02-18T12:30:20-02:00] 0xACDC0803 executes Cut Wire on 
Item 0xAA01

• [2019-02-18T12:30:30-02:00] 0xACDC0801 executes Draw Out 
Wire on Item 0xAA02

• [2019-02-18T12:30:40-02:00] 0xACDC0802 executes Straight 
Wire on Item 0xAA02

• [2019-02-18T12:30:50-02:00] 0xACDC0804 executes Point Wire 
on Item 0xAA01

• [2019-02-18T12:31:00-02:00] 0xACDC0801 executes Draw Out 
Wire on Item 0xAA03

• …

Icons © freepik.com
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Process models

Slide courtesy of Jan Mendling
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Business Process Modelling and Notation
(BPMN)

Dumas, La Rosa, Mendling, Reijers 2018

Check

stock

availability

Manufac-

ture

product

Retrieve 

product from 

warehouse

Confirm 

order
Ship product

Archive 

order

Emit invoice
Receive 

payment

XOR 

gateway

AND 

gateway
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Smart contracts can execute processes

Bulk Buyer BB Trigger
Smart 

Contract
Manufact-

urer
Mf. Trigger

API call:
Order goods

Blockchain 
Transaction

(BCTX)

Smart Contract effect

Check 
conformance

API call

MiddlemanMm. Trigger

API call:
Place order

Execute
internal logic

BCTX

Smart Contract effect

Check 
conformance

API call

Weber et al.: Untrusted business process monitoring and execution using blockchain. In: Proc. of BPM. Springer, 2016.
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Executing inter-organisational processes on the 
Blockchain: A model-driven approach

D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1–9 (May 2019)
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Executing inter-organisational processes on the 
Blockchain: A model-driven approach

Caterpillar Lorikeet
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D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1–9 (May 2019)

ChorChain

López-Pintado, García-Bañuelos, Dumas, Weber. Caterpillar: A blockchain-based business process management system. In: BPM Demos. CEUR.ws, 2017.

Tran, Lu, Weber. Lorikeet: A Model-Driven Engineering Tool for Blockchain-Based Business Process Execution and Asset. In: BPM Demos. CEUR.ws, 2018.

Corradini, Marcelletti, Morichetta, Polini, Re, Tiezzi: Engineering Trustable and Auditable Choreography-based Systems Using Blockchain. ACM TMIS 13(3), 2022.



Rationale
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D.C. et al. Blockchain-Based Traceability of Inter-organisational Business Processes. In: BMSD. Springer, 2018.
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Rationale
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D.C. et al. Blockchain-Based Traceability of Inter-organisational Business Processes. In: BMSD. Springer, 2018.
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A multi-organisational process
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Traceability
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https://www.sage.com/en-gb/blog/blockchain-traceability-supply-chain/ Accessed: 19/02/2020



Mining for processes
Discovery, conformance, and enhancement of processes based on data
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On the right: https://hbr.org/2019/04/what-process-mining-is-and-why-companies-should-do-it



order n. activity timestamp user product qty.

9901 register order 22-1-2014@09.15 Sara Jones iPhone5S 1

9902 register order 22-1-2014@09.18 Sara Jones iPhone5S 2

9903 register order 22-1-2014@09.27 Sara Jones iPhone4S 1

9901 check stock 22-1-2014@09.49 Pete Scott iPhone5S 1

9901 ship order 22-1-2014@10.11 Sue Fox iPhone5S 1

9903 check stock 22-1-2014@10.34 Pete Scott iPhone4S 1

9901 handle payment 22-1-2014@10.41 Carol Hope iPhone5S 1

9902 check stock 22-1-2014@10.57 Pete Scott iPhone5S 2

9902 cancel order 22-1-2014@11.08 Carol Hope iPhone5S 2

… … … … … …

An event log (tabular form)

case id activity name timestamp resource other data
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order n. activity timestamp user product qty.

9901 register order 22-1-2014@09.15 Sara Jones iPhone5S 1

9902 register order 22-1-2014@09.18 Sara Jones iPhone5S 2

9903 register order 22-1-2014@09.27 Sara Jones iPhone4S 1

9901 check stock 22-1-2014@09.49 Pete Scott iPhone5S 1

9901 ship order 22-1-2014@10.11 Sue Fox iPhone5S 1

9903 check stock 22-1-2014@10.34 Pete Scott iPhone4S 1

9901 handle payment 22-1-2014@10.41 Carol Hope iPhone5S 1

9902 check stock 22-1-2014@10.57 Pete Scott iPhone5S 2

9902 cancel order 22-1-2014@11.08 Carol Hope iPhone5S 2

… … … … … …

Event logs v. data at hand

case id activity name timestamp resource other data
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IEEE Standard 1849-2016 for
eXtensible Event Stream (XES)

http://www.xes-standard.org/ 
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Process analytics:
Measure the process performance

Slide courtesy of Matej Puchovsky
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Automated process discovery:
Understanding the process behind the data

http://www.promtools.org/

C
. D

i C
iccio

, M
a

rch
 2

0
2

2
B

lo
ck

ch
a

in
 a

s a
 p

ro
ce

ss e
x
e
cu

tio
n

 in
fra

stru
ctu

re

71



Conformance checking:
Detecting deviations and bottlenecks

http://www.promtools.org/
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Process enhancement:
Improve the process based on the data

http://www.promtools.org/
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Executing inter-organisational processes on the 
Blockchain: A model-driven approach

D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1–9 (May 2019)
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From ledgers to event logs
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From ledgers to event logs
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From event logs to process analytics

C
. D

i C
iccio

, M
a

rch
 2

0
2

2
B

lo
ck

ch
a

in
 a

s a
 p

ro
ce

ss e
x
e
cu

tio
n

 in
fra

stru
ctu

re

77



The journey
Mining the Blockchain for processes
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In 2012…

Oliner et al. Advances and Challenges in Log Analysis. Communications of the ACM, 2012

And we are not yet over it.

1979…
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Logs bear valuable insights

Ammons et al. 2002; van der Aalst et al. 2004
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Understanding the enacted task

Example

• Function signature:
function receive_order(uint256) public

• Corresponding Application Binary 
Interface (ABI):

… { "constant":false,

"inputs":[{"name":"workitemId",

"type":"uint256"}],

"name":"receive_order",

"outputs":[],

"payable":false,

"stateMutability":"nonpayable",

"type":"function“ } …

D.C, Cecconi, Mendling et al: Blockchain-based Traceability of Inter-organisational Business Processes. In: Proc. of BMSD 2018.

SHA3(“receive_order")=0xb20a9aa9619b9dc0c6a76bef0c
51350699afd93b05757350f8c20de71bc75e18
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Case study

Original process Factory contract

Weber et al.: Untrusted business process monitoring and execution using blockchain. In: Proc. of BPM, 329-347. Springer, 2016.
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Intercepting new instantiations

From: factory

Contract code

New address
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Intercepting new instantiations

To: new instance

From: factory
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Intercepting calls to process contract

0x1387e74982055e3e1d235aad579350813b329b2b

From: actor To: new instance
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Intercepting calls to process contract

0x1387e74982055e3e1d235aad579350813b329b2b

From: actor To: new instance
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From transactions to events

https://gitlab.com/MacOS/extracting-event-logs-from-process-data-on-the-Blockchain/
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Event log

https://gitlab.com/MacOS/extracting-event-logs-from-process-data-on-the-blockchain/blob/master/incident_management_process.xes
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Process analytics

Log inspection
Conformance checking
Hand-over analysis

http://www.promtools.org/
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In 2019…

Mühlberger et al. 2019 Klinkmüller et al. 2019
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How about the real world?
Oracles: From on-chain to off-chain and vice versa
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Etherisc
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Flight delay insurance:
the FlightDelayPayout contract

Payout in case of

signalled problems

with the flight

Contact with the 

off-chain world

Source: https://www.flickr.com/photos/michaelduxbury/5824469025
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The problem
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The Oracle
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Foundational Oracle Patterns: Connecting Blockchain to the Off-Chain World. BPM (Blockchain and RPA Forum) 2020: 35-51
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The Oracle
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Foundational Oracle Patterns: Connecting Blockchain to the Off-Chain World. BPM (Blockchain and RPA Forum) 2020: 35-51

DB

ISO/TC 307, ISO/TR 2345: “[A] DLT Oracle [is a] service that updates a distributed 

ledger using data from outside the distributed ledger system”. (2019)

Previous literature: oracles as off-chain information providers.

We see oracles as a bridge 

between the on-chain and off-chain worlds.
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Oracle patterns: Overview 
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Decentralised oracles

C
. D

i C
iccio

, M
a

rch
 2

0
2

2
B

lo
ck

ch
a

in
 a

s a
 p

ro
ce

ss e
x
e
cu

tio
n

 in
fra

stru
ctu

re

98
Enhancing Blockchain-Based Processes with Decentralized Oracles. In: BPM Blockchain and RPA Forum 2021, 102-118, Springer.



Currently work-in-progress

• How to restrict information access with data on public blockchains?

 Ask Edoardo Marangone

• How to extract event logs from Ethereum Classic and Algorand?

 Ask Michele Kryston and Silverio Manganaro

• How to run declarative process specifications on Algorand?

 Ask Mirko Politi

• How to design and implement processes for circular economy on-chain?

 Ask Davide Basile, Valerio Goretti and Marco Raffaele
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