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Main research interests: =
process mining, e

Actual destinason

blockchains,
declarative process modelling, -

service-oriented architectures
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Half empty or half full?
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Which is more fundamental:
processes or things?
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http://aeon.co/ideas/which-is-more-fundamental-processes-or-things



Processes are into dynamaics
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Blockchain as an
infrastructure
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Transaction

- Transfer of (crypto)assets (Ether, Bitcoin, Algo, ...)
from account Ato account B
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Externally Owned

Externally Owned

Account (EOA) Account (EOA)

Digital signature

P - From: e To: Value:
I'“?" g Oxca35b7d91545...e8fa733c 0x14723a09acff...a1fddc160c Oxfff4
Oxca35b7d91545...e8fa733c 0x14723a09acff...a1fddc160c
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Transaction




Metaphor
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Ledger

- Ordered collection of transactions
- The order matters!

Transact

on

Transact

on

Transection

Transaction

Transaction

Transaction

Transaction

Transaction

Transaction
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Double spending
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Double spending
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Block

- Blocks group and collate transactions
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- The order matters!
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Block 2013701 Elock 2013702
Header Header
Transaction Transaction Transaction
Transaction Transaction Transaction
Transaction Transaction Transaction
Transaction Transaction Transaction
Transaction Transaction Transaction
Transaction Transaction Transaction
Transaction Transaction Transaction
Transaction Transaction Transaction Transaction




Hashing the previous block for immutability

- Blocks refer back to direct predecessors via hashing
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- The order matters!
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Block 2013701 Block 2013702 Block 2013703 Block 2013704
] Header | ——T] Header | ——] Header ] Header
Transaction Transaction Transaction Transaction
Transaction Transaction Transaction Transaction
Transaction Transaction Transaction Transaction
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The blockchain remembers

Ganache
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CURRENT BLOCK GAS PRICE GAS LIMIT HETWORK ID MINING STATUS
7 20000000000 6721975 5717 7.0.0.1:7545 AUTOMINING

TKHASH
0xf57aa7510057deeafb819d3344fcb0ab4223f5315deba3eb6c5611840785a0a0 E?
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE %
8x13eE11549ABB691dcBD1A9c2C01D4d18e5585ea5 0x1b11784caBd4ADI27297D34D184818a9Ca5F7AAD 33268 8 E}
=
TKHASH _ _ _ =
0x0e49756cc927acddb6785e0a69681e3937ff81f4c9b66796b11b913360bb4638b 33
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE fj
8xd1D993d57ECO11bBdbFFAdaCEG705e91a24423DF 0xaF519f 7A866DC3892FBE165c3d0d7b7aFE3520E2 163943 8 =
g
o}
TKHASH 0
0x686b75ba543fc4f41a3132ab19f53d839468c8aaP7f16574043b1023a5bb57dc o
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE :é
8x13eE11549ABB691dcBD1AGC2CO1D4d18e5585ea5 0x1b11784CcaBd4AD927297034D184818a9Ca5F7AAD 33460 8 =
=
o
TKHASH =]
0x95a7bbe02592c3a5686d9ef44f46f65a7¢c1fa96999f54890d56ac74c83897cad E'
=
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE 5
8x13eE11549ABE691dcBD1AIC2CO1D4d18e5585ea5 0x1b11784caBd4AD927297D34D184818a9Ca5F7AAD 33268 8 74
S
c
TKHASH 8
0x6b%9abl176fb62aae21ad7alf767830f6c44f867da50bfcbafc7ab6b6288c766d9 E
@
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
8x13eE11549ABB691dcBD1AIC2CO1D4d18e5585ea5 0x1b11784caBd4ADI27297D34D18481829Ca5FTAAD 33396 a
TXHASH

0%a%e79b1d6370981f00f58ce58b25369be15d96815262f78a06be7af299691477




Shortcomings of centralised ledgers
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- Potentially
- lost or destroyed
- containing invalid transactions
* incomplete
- altered
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Ledgers are distributed and
maintained by a network

-
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Decentralisation for persistence
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Centralisation Decentralisation

T
- . =

o8]
—
©
o
~
o
=
©
—-
=]
o)
n
V)
T
~
o
o
D
wn
n
¢}
i
D
o
c
(=8
—
o
=]
e
=]
=
o}
wn
(=8
]
c
o
(=
c
=~
(¢

Warning: possible information inconsistency — mining and consensus




Distributed nature
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Distributed nature
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C. D1 Ciccio, March 2022 Blockchain as a process execution infrastructure

Distributed nature




Centralized, decentralized, distributed

- Politically decentralised
- No entity controls the network

- Logically centralised
- One commonly agreed state*

- Architecturally distributed
- Nodes have access to the full history

)

—

/Jl;\k\

Station

CENTRALIZED
(A}

DECENTRALIZED
]
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Proof of Work (PoW): obtain the right to publish the
next block by solving a computationally intensive
puzzle

Proof of Stake (PoS): decide on the next block to be
published and put cryptoassets at stake for it

Checking that a solution is valid is easy

An incentive is needed to keep the infrastructure up

Mining for a blockchain
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C. D1 Ciccio, March 2022 Blockchain as a process execution infrastructure 2

-

Crypto-fuel needed!



Crypto-fuel needed

l@cryptocunencyPrices,:_ x e
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Watchlist

@ coinmarketcap.com
Portfolio Cryptocurrencies Categories DeFi
Name Price 24h %
Bitcoin Buy $43,52471 w0.55%
# Ethereum ETH  Buy $3108.32 =0
P Tether $100  ~0.01%
BNB BNB  Buy $41567  »213%
@) usb coin U $0.9999  ~0.02%
€ xre e $0.8543
& Cardano AL $118  v0.02%
© solana soL ouy $11114  »2.04%
@ terra Luna By $54.81  ~2.87%

NFT

7d%

40.01%

+»0.03%

~1.80%

Metaverse Polkadot

Market Cap

$825,624,580,167

$371,476,286,931

$77,975,776,816

$68,657,018,399

$51,634,303,034

$40,808,876,889

$39,725,020,005

$35,289,199,286

$22,019,021,651

BSC Solana

Volume(24h)

$29,762,532,108
683,220 BTC

$14,491,856,303
4662133 ETH

$63,015,522,445
62,975,983,495 USDT

$2,070,201,794
4,978,734 BNB

$3,300,879,661
3,300,810,388 USDC

$4,650,527,919
5,450,926,745 XRP

$1,674,481,725
1,415,994,390 ADA

$2,200,942,226
19,791,553 SOL

$1,555,183,694
28,345,317 LUNA

= a X

B>k MEAO»Y

Avalanche  Show rows 100+ Filters Customize = |
Circulating Supply Last 7 Days
Waa s
18,852,787 BTC r— :

119,506,546 ETH E

77,926,851,088 USDT

165,116,761 BNB

Vi

51,633,219,434 USDC WWWW :

47,832,461,678 XRP / :

33,592,725,820 ADA

317,331,390 SOL

401,326,319 LUNA
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“A universal platform with internal programming language, so that
everyone could write any app”

[V. Buterin]

= --'\. " \

From peer-to-peer electronic cash system
to programmable distributed environment
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Smart contracts
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Smart Contracts are
pieces of code
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pragma solidity "0.4.8;

contract HelloToken {
address public minter;
mapping (address => uint) public balance;
uint public constant PRICE = 2 finney;

constructor() public {

minter = nsg. sender; - Smart Contracts in Ethereum
} . . .
- live in the Ethereum environment
require(msg.value >= PRICE, "Not enough value for a token!"); . execute a funCtlon When Ca”ed
balance[msg.sender] += msg.value / 2 finney;

} - have direct control over their own balance
function transfer{uint amount, address to) public { and keylvalue Storage

require(balance[msg.sender] >= amount, "Not enough tokens!"};

balance[msg.sender] -= amount; ° have thelr behaVIOur fUIIy SpeC|f|ed by thelr
balance[to] += amount; Code

function terminate() public {
require(msg.sender == minter, "You cannot terminate the contract!");
selfdestruct(minter);

function mint() public payable {
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A programmable distributed environment

Oxca3bb7da1545. ..

e8fa733c

O

To: Value:

Oxcal35b7d91545...e8fa733c 0x14723a09acff...atfddc160c Oxfff4
From: 0 To: Value:
0xca35h7d91545...e8fa733¢c 0x692a70d2e424..,95877h3a 0x4

Data:

0x23d1c95e00...0040...00342504d00...001b427573696e6573732050726163657373204d616e6167656d656:27400...00

From: 0

Oxca35h7d91545...e8fa733¢c

To:
New address

Value:
Ox4

®

Data:
Smart contract code to be deployed

Smart Contract
Account

New
Smart Contract
Account
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The Ethereum Virtual Machine (KVM)

Table 3.2, This is a compiete list of EVM apcodes
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0s: Stop and Arithmetic Operations

ox00 SToP Halts execution.

ox01 ADD Additlon operation

0x02 MUL Multiplicadon operaton.
ox03 suB Subtraction of

ox04 oIv Tneeger di peation,
- Think of the EVM as an emulation of a
ox06 MOD Maodulo.
- 7 '] ox07 SMOD Signed modulo.
single, global “computer wor o
, ox03 NULMOD Modulo.
ox0a EXP Exponential operation.
Ox0b SLCNEXTEND Extend length of 25 (complement signed integes).

10s: Comparison and Bltwise Logic Operations

- Aglobally accessible virtual machine s
(like a mainframe)
- in fact, lots of smaller computers Sciing (rass o WATEY PURAE AN

act on

1ges err lentily

Sent(address from, address to, uint amount);

- There is a cost associated to the running | e
y f in() A

of programs on the EVM o\

5 function mint(address receiver, uint amount) {
- Please welcome the gas (8- Senter 1= Siotar) Geeun

balances([receiver] + amount;
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send(address receiver, uint amount) {
(balances|[msg.sender] amount) ¢ n;
balances[msg.sender] amount;
balances|[receiver] amount ;

Image on the top-right courtesy of BlockchainHub (blockchainhub.net). Image on the bottom-right corner: [IES]



The paradigm
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Mainframe Terminal
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L: https://commons.wikimedia.org/wiki/File:SiemensHicom300_1200.jpg; R: https://commons.wikimedia.org/wiki/File:HP_2647A_terminal.jpg



Metaphor (updated)
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The polygraph machine

Where are Smart Contracts
executed?

First on the mining nodes.

Then, potentially, on every node!

Only absolutely needed
Instructions should be in the code!
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C. D1 Ciccio, March 2022 Blockchain as a process execution infrastructure

Distributed nature




Smart contracts are
pieces of code (not for free)

pragma solidity

loTo
publ

contract Hel
ad

mapping (address == uint) public balance;

uint public

constructor(
minter =

function n
require(
balance|

function transfer{uint amount, address to) public {
require(balance[msg.sender] >= amount,

balance]
balancel[

function ter

require(msg.sender == minter, "You

selfdest

g -
0.4.08;

ken {

ic minter;
constant PRICE =

) public {
msg.sender;

1t () public payabl

msg.value >= PRIC

msg.sender] += msg.value / 2 finney;

2 finney;

e {
E,

msg.sender] -= amount;

to] += amount;

inate(} public {

ruct(minter);

Not

er

Name Valune Description™
Fiero 0 Nothing paid for operations of the set W,
(¥ 2 Amount of gas to pay for operations of the st W7
€I - 3 Amount of gas to pay for operations of the set
Glow S Amount of gas to pay for operations of the set
& Amount of gas to pay for operations of the set
1 Amount of gas to pay for aperations of the sct
TO0 Amount of gas to pay for operations of the set
400 Amount of gas to pay for a BALANCE aperation
200 TPaid for a SLOAD operation.
1 Paid for a JUMPDEST operation.
20000  Paid for an SSTORE operation when the storage value is set to non-zero from zero.
000 Paid for an SSTORE operation when the storage value's zeroness remains nnchanged o
is Sef o ZeTo.
Rt 15000  Refund given (added into refund counter] when the storage value is set to zero Bom
LON-Z 10,
Rt fodentrct 24000  Refund given (added into refund counter] for self-destructing an account.
g 5000 Amount of gas to pay for a SELFDESTRUCT operation
32000 Paid for a CREATE operation.
200 Faid per byte for a CREATE operation to succeed in placing code into state.
TO0  Paid for a CALL operation.
4000 Paid for a non-zero value transber as part of the CALL operation.
2300 A stipend for the called contract subtracted [rom G oo Tor & non-zero value transfer.
25000 Paid for a CALL or SELFDESTRUCT operation which creates an account
10 Partial payment for an EXP operation
5 Partial payment when multiplied by [log,-, [exponent]] [or the EXP operation.
3 Paid for every additional word when expanding memory.
#2000 Paid by all contract-creating transactions alter the Hemestead transition.
1  Paid for every zero byte of data or code for a transaction.
65 Paid for every non-zero byte of diata or code [or a transaction.
21000 Paid for every transaction.
375 Partial payment for a LOG operation.
& Paid for each byte in a LOG operation's data.
370 Paild for each topic of & LOG operation.
30 Paid for each SHA3 operation.
& Paid for each word (rnundmi up) for input data to a SHA3 operation.
Goopy 3 Partial payment for *COPY operations, multiplied by words copied, rounded up.
Chroekha sk 20 Payment for BLOCKHASH operation.
Guaddivizar 100 The guadratic coefficient of the input sives of the exponentiation-over-modulo precompiled

contract.

Wood, “Ethereum

secure decentralised generalised transaction led

01901 10 D

0% YoIeN

44

o3
—
(@)
()
=~
o
=
o
Sio
=]
s
n
2
ol
=
o
(@)
()
wn
w0
@
o
@
(e}
c
=
—.
o
=]
—
=
=
©
n
-+
~
c
(@}
-+
c
=
()




mart contracts and tokens
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pragma solidity "0.4.8;

Token Tracker | Exherscan - Chramium

tract HelloToken R

\ 5 pUi]llC minter; & C W rcthersconiafoien: = €Y Incoonita
mapplng {;dcres_, => uint) public balance; M Etherscan i Ehar i . n
uint public constant PRICE = 2 finney; i ) . . : - ; o N
constructor() public { Tolsen Tracher Ciam

minter = msg.sender; prsnret: W Dotity Buladot Tokmo aa

EAC.20 Tokens n

function mint() public payable {

require .value >= PRICE, a i e ot e S
balance[msg.sender] += msg.value / 2 finney;

} $245. :.flli ot - 35300

function transfer{uint amount, address to) public { % W et . R = . AN, R
require(balance[msg.sender] >= amount, "Not enouc ); . '
balance[msg.sender] -= amount; : @ exsing .75 52560541 577 $12,550 145,557 41297
balance[to] += amount; : ; ; : )

M

¥

2 @ us - 505949 = 0TF £2,187,014,023 5H 813,624,658 B56. 218

function } public {
require(msg.sender == minter, "You
lfdestruct(minter);

5 o WA | $26.2800 »-14: £1,185.968 685 55,094,818 734

5€
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Tokens are not cryptofuel
nor anything conceptually new, after all'

08 YoTBI ‘011D 1T )

You have 98,427 award miles P g Period 01.01.2017 to today
o _ _, - & KT Q_:,(.
[ P L oF : CE A . ' | JJ '@
. LAy e e e A ! Number of flights 66
1:5 hﬁthﬁﬂ'ﬁa‘ ¥ ' 1 ; £
. ) Flown distance 81,273 km or 50,501 miles
Frequent Traveller Flight time 5d 21 h 0 min

Your status is valid until February 2020

Status miles: 16,946

24 16,946 12,040
80%

Flight segments Status miles Select miles

{in 2018) (in 2018) (in2018)

Um lhren Freguent Traveller Status zu verldngern, bendtigen Sie noch 18054 Statusmeilen oder 6 Flugsegmente im
Zeitraum 01.01.2018 bis 31.12.2018.
lhre Status Star Punkte: 349 (0 Stern(e))

Your Select benefits

Thank you for your loyalty.
With the Miles & More Selections programme component, you can ‘I 2 !040

choose additional benefits for your tri nd for everyday life here.
a: R kel ey 24% BEST WAYS 'ro EARN
‘(J L ,.

Select miles (2018) o
| Upto€1=1M
M I LES _
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Your brand new token 1n 5 minutes or less

pragma solidity ~0.4.9;

contract HelloToken {
address public minter;
mapping (address == uint) public balance;
uint public constant PRICE =

MetaMask Notification

constructor ublic
o . Qp t < Edit © Custom RPC
minter = msg.sender;
}
@ ~ccountz > @ o0x14bs.cbeo
12 function mint() public payabl¢
require{msg.value >= PRICE
balance[msg.sender] += ms{
}
function transfer(uint amount;
require(balance[msg.sende|
balance[msg.sender] -= ami  DETAILS
balance[to] += amount;
} EDIT
_ BAS FEE 40.004021
function terminate() public { i
require(msg.sender R
selfdestruct(minter);
AMOUNT + GAS FEE
e
} TOTAL

HelloToken.sol

40.009021

= C @ localhost:3000 e a [S]

The Hello Token
Buy Hello Tokens!

Minting form

How many tokens do you want? |5 Buy! | Every Hello Token comes at the reasonable price

of 2 finneys!

Transfer tokens

Transfer form

How much: 127 To: FdaA || Transfer! |

Your account address is: 8xd1d993d57ec@11b8dbT TRdace6705e91a24423dT .
Your current balance in Hello Tokens is: 7.

And the minter is...: 0x13ee11549abb691dc8d1a9¢c2c91d4d18e5585ea5!

[ Hello Token! X
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Tokens
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Token: A new asset class

- Multiple functions:

660G YOI\ 0101) I(T ')

e Currency
* large-entity-backed medium of exchange for goods and services
@ « Commodity
* basic good tradeable or exchangeable with other goods of the same type

« Utility
@  Satisfaction quantifier for an economic good or service

« “Utility token” is even on the Merriam-Wesbter dictionary:
https://www.merriam-webster.com/dictionary/utility%20token

« Security
* Financial instrument that guarantee ownership, credit, or decision power

- Different nature:
* Fungible
* Individual units can be mutually substituted
* Non-fungible
* Units are unique and not interchangeable
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All icons made by Freepik (www.freepik.com) from www.flaticon.com


https://www.merriam-webster.com/dictionary/utility%20token

Private | public / Permissioned | permissionless
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Transactability / visibility
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consensus

Anderberg et al. “Blockchain Now And Tomorrow” (2019) http://dx.doi.org/10.2760/901029



Private | public / Permissioned | permissionless
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Transactability / visibility

\7,
7

~*. HYPERLEDGER

%Y FABRIC

Selected nodes can
transact and view,
all nodes can
participate in consensus

Every node can
transact and view,
participate in consensus

Every node can
transact and view,
selected nodes
participate in consensus

Selected nodes can
transact and view, or
participate in consensus
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consensus

Anderberg et al. “Blockchain Now And Tomorrow” (2019) http://dx.doi.org/10.2760/901029



The Blockchain and the Internet

NCSA X Mosaic 2.7b6 [The World wWide Web project]

660G YOIEIN “01O1]) I(T *D

File Options Havigate  HAnnotate Heus Help
<3| o3& <l i B S| 3
URL: I]‘lttp:ffinfo.cern.chfhgpertent/lvllvllvlfTheProject.htnl
Horld Hide Heb
U £ 45 s e e s el i seudent@blockchai: -/Ethspace/firt-dapp-with-trufrle
Everything there is online about H3 is linked directly or indirectly to this File Edit View Search Terminal HEIP

docunent, including an executive sumnary of the project, Hailing lists , Policy .,
Hovenber's W3 news , Frequently Asked Ouestions .

Hhat's out there?
Pointers to the world's online infornation, subjects , H3 servers, etc,

student@blockchain:~/E [ irst-daj th-truffles$ truffle migrate --reset
Using network 'development'.

Help Running migration: 1_1initial_migration.js
on the brouwser you are using Replacing Migrations
Software Products P 9 i 9 Cmiees 2 : %
A list of H3 project components and their current state, {e.g, Line Hode ,X11 ... Bx7d8262bP92P9822d20a77f63Fb64Te04513cc8379Te7822de1047303bT11057e
s, o L - S Mls 5 [E Gl o e © Migrations: @xceb4c5940c48331a69cca36409c77cdf4f635¢ce6
Details of protocols, formats, progran internals etc Sa\‘ring successful migration to network .
Eﬂ%imﬂj%m . 15 and rof ... Bx6df36487e47fad026317ac5479ceBab0f250edatef8f02be45a849217c209ff4
tat. . ] 5
Pea iger ocunentation on and references Savlng artlfacts. o

A list of sone people inwolved in the project, Running migration: 2_deploy_contracts.js

Hisaogunnarg of the history of the project DePh)ying BitMathGame. ..
How can I help ? ° ... Bx480259d6fefOf195f2fBBO7847917964958601218cd46d7771F309a9d67450d7
If you would like to support the web,. BitMathGame: 8x3cf4544b0a8fcOaec57414f76e810b7d8bd82622

Getting code

Getting the code by anonusous FTP , etc Saving successful migration to network...

... Bx81d490bb5fc235241338ea889769e394256bd65758b849dbfa9dacfef559197e
Saving artifacts...
student@blockchain:- ce/first-dapp -truffles I
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Web 1.0

<[>
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Database

Web server

HTHML + IS+ CES
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Web 2.0

<[>
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L

Database

Remote computing

Web server

Cloud services
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Web 3.0

Decentralised applications (DApps)




Wrap-up

- Transactions — Transfer of assets (and code invocation)

660G YOIEIN “01O1]) I(T *D

- Signatures — Authentication

- Ledger — Transaction ordering

- Distributed architecture — Data persistency

- Hashing — Robustness

- Proof-of-[...] — Publishing rights

- Consensus — Eventual consistency

- Smart contracts — Programmability (and tokens / app coins)
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Pause

Blockchain and
Distributed Ledger
Technologies

M.Sc. course at the Sapienza University of Rome
Starting in September 2022 (a.y. 2022-23, 15t semester)
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Do I need the
blockchain then?

Interlude
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Do I need a blockchain? (Birch model, joke)
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Do | need a
blockchain?

No.
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https://medium.com/@sbmeunier/when-do-you-need-blockchain-decision-models-a5c¢40e7c9bal



Do I need a blockchain? (Wiist & Gervais)
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v Are there 3 Can you use Are all
Do you need N\ Y% ; yes Y no i no Permissionless
R S multiple an always writers ————
O SO state ! " 3 C dl
writers? online TTP? known?
no no yes yes
Are all b5 Is public yes Public
writers verifiability Permissioned
trusted? required? Blockchain
yes no

Private
Permissioned
Blockchain
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Don’t use
Blockchain

t, K. & Gervais, A. D i VCBT, IEEE, 2018



Blockchain as a process execution infrastructure
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Process Science and Business Process Management

Management Processes

Define Vision Develop Strategy Implement Manage Risk
Strategy
Process pr—
identification o e
Materials Products Products Products
Service

Support Processes

l Process architecture Manage Personnel iformagn m

a
-
=
Q
&2
o
o
2.
e
Qo
=
o
=
)
S
NS
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es)
o
=
f H ”"l -
Con ofrmance and I_Drocess As-is process [ o) S = L L W= = 1B =4
periermance discovery model - : 3
insights =)
7
jav)
o g
—— - g
== — ) Q
\ \ i (@)
\‘ -\" g
Process p \ s\ \ @
s _ rocess ; \ o 2
monitoring analysis / }‘f / &) 2
i 1 J_ : — O L i =]
~ Executable Insights on ;. L y =
i ot process weakpgsses and - 3 , 2
model their impact = Vi | 5
(¥ =
it s
e e 5B
=] — £=lg . . Rk =0 T .
PR implementation [ o process redesign Business Process
: : model Sl

Jan Mendling - Hajo A. Reijers

‘ li Management
58 . -. hE = Marlon Dumas - Marcelio La Rosa

Second Edition
@ Springer

Dumas, La Rosa, Mendling, Reijers: Fundamentals of Business Process Management, Second Edition. Springer, 2018.



Processes and division of labour

The trade of a pin-maker: But in the way in which this business is now carried on, it is divided into a
number of branches:

660G YOI\ 0101) I(T ')

- One man draws out the wire;

- another straights it;

- athird cuts it;

- a fourth points it;

- a fifth grinds it at the top for receiving the head,;

- to make the head requires three operations;
to put it on is a peculiar business;
to whiten the pins is another;
to put them into the paper; ...

[...] making a pin is, in this manner, divided into about 18 distinct operations.

( )
O—DM—D[ Straight wire H Cut wire ]—> Point wire ‘D[ Grind wire ]7
J
Make head
Q_’[ Put head on ]_' Whiten pin "[ Put pin ]_O
pin in paper

9INJONIISBIJUI UOIINIDXS §S900.1d B SB UIBYDINO0[g
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[1] Smith 1776 [2] Dumas, La Rosa, Mendling, Reijers 2018



Division of labour
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... 4 o

4 N\ ( ) )
‘ Drsvvi\:eout Straight wire Cut wire > Point wire > Grind wire
. J \_ J —
Make head /= N e N\ .\
O—P Put head on »|  Whiten pin > Put pin —O
pin in paper
\ y, \ y, \____
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Division of labour — Automation
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Systems like to report on their job (logging)

&

- [2019-02-18T12:30:20-02
- [2019-02-18T12:30:30-02
- [2019-02-18T12:30:40-02
- [2019-02-18T12:30:50-02

- [2019-02-18T12:31:00-02

- [2019-02-18T12:30:00-02:

wWire on Item OxAAOQOl

- [2019-02-18T12:30:10-02:

wire on Item OxAAOQOl

Item O0xAAQl

wWire on Item OxAAQ2

wWire on Item OxAAQ2

on Item 0OxAAQl

wire on Item OxAAOQ3

00]

00]

:00]
:00]
:00]
:00]

:00]

OXACDC0801 executes

OXACDC0802 executes

OXACDC0803 executes

OXACDC0801 executes

OXACDC0802 executes

OXACDC0804 executes

OXACDC0801 executes

Draw Out
Straight
Cut wire on
Draw Out
Straight
Point Wire

Draw Out
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Process models

Original

Abstraction

Model of

Abstraction

© Stiftung Deutsches Technikmuseum Bertin

Model of

Toke Call

Model Level

Service Desk
I ’

Customer
Entry
—1
|
Get r:e:n.lmr:r Clese Deal
Details
Submit
File Qurot:
Queate Quote

Approve
Quote

Contoct from

@_Mim:r.ng

OE:L:{

Enter

Negotiation
Repaort

Pos.
Reésponse

Attach Quete s
: h Appendix Fie
e i Contract
Counter- :
Offers
i L@<O i
o u Repaort

Neg. flesponse

@—o Schedule Call }v

2 weeks

Schedule
Customer
Presentotion

from Fair

Request for Quate

Still interested

Slide courtesy of Jan Mendlin
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Business Process Modelling and Notation
(BPMN)

Manufac- -
ture Emit invoice Receive
product ment
‘ . Check
- x> Q
availability
Retrieve
XOR product from AND
warehouse
galenay gateway

Dumas, La Rosa, Mendling, Reijers 2018
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Smart contracts can execute processes
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a © @ :
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SS process mo ng and execu using blockchain. In: Proc. of BPM. Springer, 201



Executing inter-organisational processes on the
Blockchain: A model-driven approach
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HAUPTBEITRAG / BLOCKCHAIN SUPPORT FOR BUSINESS PROCESSES |

Blockchain Support for
Collaborative Business Processes

D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1-9 (May 2019)



Executing inter-organisational processes on the
Blockchain: A model-driven approach

Lopez-Pintado, Garcia-Banuelos, Dumas, Weber. Caterpillar: A blockchain-based business process management system. In: BPM Demos. CEUR.ws, 2017.
Tran, Lu, Weber. Lorikeet: A Model-Driven Engineering Tool for Blockchain-Based Business Process Execution and Asset. In: BPM Demos. CEUR.ws, 2018.
Corradini, Marcelletti, Morichetta, Polini, Re, Tiezzi: Engineering Trustable and Auditable Choreography-based Systems Using Blockchain. ACM TMIS 13(3), 2022.
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D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1-9 (May 2019)



Blockchain-Based Traceability
of Inter-organisational Business Processes

°
Ratlon ale Clandio Di Ciedo™ @, Alessio Ceceoni@®, Jan Mendling®, Dominik Felix,

Dominik Haas, Daniel Lilelr, Florian Riel. Andreas Rumpl, and Philipp Uhlig

Process instance 1
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Process instances

= — Receive Produce
— order
Q
—_, ﬁ:o .= - i Process instance 2
E=x
I = Receive Pr?;i\:lvce Create
order materials QR code

Blockchain stack Blockchain
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{ Smart Contract #
I H S B T I
— 3 3 3
£ N AH 5 5 =
= \ >< \ B [\ H D 1 )]
e VT T e 4\ i o o Q
£ € e Y Y Y
== 7
= 7 T L. Block # Block # Block #
T Prev # Prev # Prev #
T i Tx# MM—— Tx# 4—— Tx# :

D.C. et al. Blockchain-Based Traceability of Inter-organisational Business Processes. In: BMSD. Springer, 2018.



Rationale
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Ganache
Activity from Activity from Activity from
Process Instance 1 Process Instance 2 Process Instance 1 v
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A multi-organisational process
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Traceability

Blog > Technology & Innovation > How blockchain traceability can improve supply chain management
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Why Companies Should Do It
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April 23, 2019

Mining for processes

Discovery, conformance, and enhancement of processes based on data
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An event log (tabular form)

order n. activity timestamp product
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register order 22-1-2014@09.15 Sara Jones iIPhone5S 1
9902 register order 22-1-2014@09.18 Sara Jones iPhone5S 2
9903 register order 22-1-2014@09.27 Sara Jones iIPhone4S 1 %
9901 check stock 22-1-2014@09.49 Pete Scott iPhone5S 1 ?
9901 ship order 22-1-2014@10.11 Sue Fox iPhone5S 1 i
9903 check stock 22-1-2014@10.34 Pete Scott IPhone4S 1 ~§
9901 handle payment 22-1-2014@10.41 Carol Hope iIPhone5S 1 ;
9902 check stock 22-1-2014@10.57 Pete Scott IPhone5S %
9902 cancel order 22-1-2014@11.08 Carol Hope iPhone5S Sﬁ

I

activity name




https://api.flightstats.com/flex/weather/rest/v1/json/
</weatherUrl>

all/LAX?codeType=fs

0

<faa>JFK</faa>

<name>John F. Kennedy International Airport</name>
<street1~JFK Airport</streetl>

<city>New York</city>

<cityCode>NYC<
<stateCode>NY</stateCode>

<postalCode>11430</postalCode>
vent 108S V. data a an e e
[ ] <countryName>United States</countryName>

<regionName>North America</regionName>

N

‘01901

<timeZoneRegionName>America/New York</timeZoneRegionName>
<weatherZone~NYZ178</weatherZone>
<localTime>2013-08-09T04:00:32.489</localTime>
<utcOffsetHours>-4.0</utcOffsetHours >
<latitude~40.642335</latitude>
<longitude>-73.78817</longitude>
<elevationFeet>13</elevationFeet>
<classification>1</classification>
<activertrue</active>
- <delayindexUrl>
https://api.flightstats.com/flex/delayindex/rest/v
</delayIndexUrl>
- <weatherUrl>
https://api.flightstats.com/flex/weather/rest/v1/json/all/[FK?codeType=fs
</weatherUrl>
irport>
</airports>
</appendix>
- <flightTracks>
- <flightTrack>
<flightld>305231585</flightid>
<carrierFsCode>AA</carrierFsCode>
<flightNumber>10</flightNumber>
<callsign~AAL10</callsign>
<departuredirportFsCode>LAX</departureAirportFsCode>
<arrivalAirportFsCode~JFK</arrivalAirportFsCode>
- <departureDate>
<dateLocal>2013-08-07T21:30:00.000</dateLocal>
<dateUtc>2013-08-08T04:30:00.000Z </dateUtc>
</departureDate>

o]
—
<

60¢ Yd1e]N

o

fison/airports/[FK?codeType=fs
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IN09Xd §59001d B SB UTRYOID

- R y e X . t . M >B762</1 i >
. rr L U e v Ldomer, 33,300, 4 Jra. e, a7k 0, e ; 1, 4.0 <bearing>229.53307527577076</bearing>
oadingStart LoadingEnd Reference (Shipment) Remarks (Shipment) Department (Ship g Booking) Ship Nr (Shipr D e <heading>228.69263064205163</heading>
25/03/2014 12.00] 25/03/2014 13:0020140321500062 100001065568 100001065568 100001065568 - <positions>
26/03/2014 1000 26/03/2014 11:0020140324500037 100 100001065576 100001065576 100001065576  _ cposition>
C“ 24/03/2014 15:00 24/03/2014 16:00 AMST048022 100 100001079143 100001079143 100001079143 <Jon>-73. 7300033569336 lon>
<| 31/03/2014 07:30 31/03/2014 08:30 1135917 100 100001081155 100001081155 100001081155 St R
| 31/03/2014 08:30 31/03/2014 09:30 1135918 100 100001081157 100001081157 100001081157 <Iat>40.68000030517578</1at> -
| 25/03/2014 10:00 25/03/2014 11:002 drivers 100 100001081473 100001081473 100001081473 <speedMph>137</speedMph> =
24/03/2014 10:18 24/03/2014 12:33 54296/DBFL 100 100001081875 100001081875 100001081875 <altitudeFt-800</altitudeFt> =
9 24/03/72014 22:00 24/03/2014 23:001S Wiesb-Garono 100 100001082337 100001082337 100001082337 <source>ASDI</source> 2 —-
| 26/0372014 21.00 2610372014 22.00LS Raly 100 100001082342 100001082343 100001082343 <date>2013-08-08T09: 14:56.000Z</date> =}
26/03/2014 2100 26/03/2014 22:001LS Raly 100 100001082342 100001082344 100001082344 G B
| 26/0372014 21:00 26/03/2014 22:001LS Raly 100 100001082342 100001082345 100001082345 LT 3
29/03/2014 09:00 29/03/2014 10:00LS Raly 100 100001082346 100001082347 100001082347  ~ “Position> 1
29/03/2014 09:00 29/03/2014 10:00LS Italy 100 100001082346 100001082348 100001082348 <lon>-73.60000604824219</lon> L (g
| 29/03/2014 09:00 29/03/2014 10:001S italy 100 100001082346 100001082349 100001082349 <lat>40.70000076293945</lat> =
| 25/03/2014 1000 25/03/2014 11:001X6406 100 100001082404 100001082405 100001082405 <speedMph>143</speedMph> c
26/03/2014 03.00 26/03/2014 04.00LX6407 CHECK 100 100001082404 100001082406 100001082406 <altitudeFt>1400</altitudeFt> =
| 29/03/2014 18:00 29/03/2014 19:00 Driscol's/Solr 100 100001082422 100001082422 100001082422 e A Herareis , -+
20/03/2014 18:00 29/03/2014 19:00 Driscol's/Sotr 100 100001082423 100001082423 100001082423 S : ; 5 o
| 25/03/2014 17:00 25/03/2014 18:00 Gateway FRA 100 100001082424 100001082424 100001082424 <date>2013-08-08T00:13:56.000Z </date> =
28/03/2014 17:00 28/03/2014 18:00 Gateway FRA 100 100001082425 100001082425 100001082425 </position> ¢
24/03/2014 21:46 24/03/2014 22:46 240314 KLB434 100 100001082615 100001082615 100001082615 - <position>
25/03/2014 07:00 25/03/2014 08.:0084-1403-02353 1 100 xooooman}o }ooooioaz;:o }ooooww;}o <lon>-73.60000604824710</lon>
25/03/2014 08:00 25/03/2014 09:0084-1403.02353 2 100 100001082716 00001082716 00001082716 o 7000007 T of »
| 22/03/2014 13:16 22/03/2014 15:30.210314 CK1113/A 100 100001082731 100001082732 100001082732 (m»&oa h?r,i_tgm: ‘h;‘_,
24/03/2014 10:59 24/03/2014 12:44 1135914 100 100001082869 100001082869 100001082869 Epeadiph>157-/speedMip
| 24/03/2014 22:29 24/03/2014 23:29240314 KL8818 100 100001082883 100001082883 100001082883 <altitudeFt>1500</altitudeFt>
| 24/03/2014 07:34 24/03/2014 08:00240314 KLB424 100 100001082884 100001082884 100001082884 <source>ASDI</source>
25/03/2014 08:15 25/03/2014 09:15LP 101247 100 100001082942 100001082943 100001082943 <date>2013-08-08T00:13:56.000Z </date>
| 26/03/2014 04:06 26/03/2014 05:06LP 101247 100 100001082942 100001082945 100001082945 </position>
24/03/2014 09:16 24/03/2014 12:29 33793 100 100001082954 100001082954 100001082954  _ _pocirions
25/03/2014 10:00 25/03/2014 11:00 33817 100 100001082956 100001082956 100001082956 g R T e Y
25/03/2014 11:00 25/03/2014 12:00 33819 100 100001082957 100001082957 100001082957 : . S
24/0372014 13.05 24/03/2014 14:05 00000103322 100 100001083071 100001083071 100001083071 <lat>40.72900054223633</lat>
24/03/2014 14:59 24/03/2014 15:59 00000103321 100 100001083072 100001083072 100001083072 <speedMph>163</speedMph>
24/03/2014 08:00 24/03/2014 11:45 1133477 100 100001083093 100001083093 100001083093 <altitudeFt>2000</altitudeFt>
| 24/03/2014 09:52 24/03/2014 10:02 1135867 100 100001083144 100001083147 100001083147 <source>ASDI</source>
24/03/2014 10:23 24/03/2014 11:30 1135867 100 100001083144 100001083148 100001083148 3 49.c a—
| 24/03/2014 19:31 24/03/2014 20:31240314 KL8552 100 100001083149 100001083149 100001083149 e Ve ORI 255 002 A e

</position>



IEEE Standard 1849-2016 for
eXtensible Event Stream (XES)

< nama >

URI

d.n
Extension
=decimress
<iroce—clossifiers =defing s>
0.n
s P
Classifier
- <define s>
a.n|
4 event-cios sifiers
Q.n
<trace-global> a.n
<enernt-globm>
O.n
<containg:
Attribute
<rontains >
0.n <]
d.n
<contaims= -
ccontains>
<contains >
o.n o.n
o.n
<contalns>
d.n
<eontoinss

<ordems>

nszdateTime

¥s:double

xs:hoolean

LIl

¥

!

- <log xes.version="1.0" xes.features="nested-attributes” openxes.version="1.0RC7">

<extension name="Lifecycle" prefix="lifecycle" uri="http://www.xes-standard.org/lifecycle. xesext"/>
Time" prefix="time" uri="http://www.xes-standard.org/time.xesext"/>
<extension name="Concept"” prefix="concept" uri="http://www.xes-standard.org/concept.xesext"/>
<classifier name="Event Name" keys="concept:name"/>

<string key="concept:name” value="Email Log"/>

<extension name=

<string key="lifecycle:model” value="standard"/>
<trace>

<string key="concept:name" value="dc.claudio@gmail.com/SM4All"/>
- <event>

<string key="lifecycle:transition” value="complete"/>
<string key="concept:name” value="send agenda"/>
<date key="time:timestamp" value="2009-07-09T17:44:59Z"/>
</event>
-<event>
<string key="lifecycle:transition” value="complete"/>
<string key="concept:name” value="send meeting"/>
<date key="time:timestamp" value="2009-07-14T22:24:43Z"/>
</event>
- <event>
<string key="lifecycle:transition” value="complete"/>
<string key="concept:name"” value="send draft"/>
<date key="time:timestamp"” value="2009-09-11T17:05:50Z"/>
</event>
—-<event>
<string key="lifecycle:transition” value="complete"/>
<string key="concept:name” value="send draft"/>
<date key="time:timestamp” value="2009-09-14T10:21:42Z"/>
</event>
—-<event>
<string key="lifecycle:transition” value="complete"/>
<string key="concept:name” value="send draft"/>
<date key="time:timestamp"” value="2009-10-12T21:31:49Z"/>
</event>
—-<event>

transition” value="complete"/>
" value="write deliverable”
P 0-01-12T23
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Process analytics:
Measure the process performance

08 YoTBI ‘011D 1T )
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rr
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Variant 1

absolute case coverage 300

‘ Erstellung b 14%

6,17d 250
absoiute event coverage R
- s t \

9% 20

Fertigstellung filtered case coverage
6,7Sh 14% 1 -

filtered event coverage

B o
° Freigabe 9 /°

100
8,25h
50
0
Versand 05.012015 05.03.2015 05.05.2015 05.07.2015 05.09.2015 05.11.2015 05.01.2016 05.03.2016

122w

First variant timestamp Last variant timestamp Total duration Total active time ‘ Total waiting time

05.01.2015 11:34:00 17.03.2016 12:56:00 23y 8M 15h 30m 23y SM 7d 14h 37m 2M 24d 53m
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Automated process d
Understanding the p

1SCOvVery:
rocess b

e

hind the data

<log xes.version="1.0" xes.features="nested-attributes" openxes.v
concept :name" i

on="1.0RC7">

="Klassi

ation vd.esv"/>

visitIP" wi
concept:name
visitorId"

'178.114.0.0"/>
1 "77095" />
eBalcfadda07194d" />

<event>
<string key="concept:instance" va =WENLy
<string ki lifecycle: transition" "start"/>
<string ke concept:name" value="omntlink"/>
<date key="time:timestamp" value="2014-07-08T11:05:43.000+02:00"/>
</event>
<event>
<string siteSearchReyword"/>
<string country" wvalue="Osterreich"/>
<string pageTitle" />
<string visitorType" value="returning"/>
<string visitDurationPretty" value="2 Minuten 45s"/>
<string customVariables"/>
<string concept:name" e="ontlink"/>
<string visitServerHour' 3 s
<string providerName" value="unbekannt"/>
<string longitude 1 13.333000™¢>
<string searches" value="0"/>
<string referrerTypeName" "Direkte Zngriffe"/>
<string visitorTypelcon" val plugins/Live/images/returningVisitor.gif"/>
<string pageId" lue="184467"/>
<string serverTimePrettyFirstAction" « 11:12:17"/>
providerOrl"/>
"time: timestamp "2014-07-08T11:12:22.000402:00"/>
<string serverDate"” lue="08.07.2014"/>
<string generationTime"/>
<string lastActionTimestamp" value="1404810501"/>
<string visitEcommerceStatusIcon"/>
<string referrerSearchEngineUrl"/>
<string visitLocalTime" wvalue="11:12:04"/>
<string region"/>
<string actions" wvalue="3"/>
<string lastActionDateTime" value="08.07.2014 08:15"/>
<string continent" value="Europa"/>
<string ki visitDuration ="165"/>
<int key="daysSincelLastVisit" value="1"/>
<string pageldAction" e="13130"/>
<string city"/>
<string latitode" =~ ="47.333000" />
<string icon" wvalu plugins/Morpheus/images/link.gif"/>
<string serverDatePrettyFirstAction” value="Dienstag, 8. Juli 2014"/>
<string referrerRKeyword" />
<int ke daysSinceFirstVisit" wvalue="1"/>
<string serverTimePretty"” ="p§.7.2014 11:12:22/11:15:01"/>
<string regionCode" />
<string visitConnt" w ant>
<string referrerType "direct"/>
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Conformance checking:
Detecting deviations and bottlenecks
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Process enhancement:
Improve the process based on the data

i i
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Executing inter-organisational processes on the
Blockchain: A model-driven approach
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HAUPTBEITRAG / BLOCKCHAIN SUPPORT FOR BUSINESS PROCESSES |

Blockchain Support for
Collaborative Business Processes

D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1-9 (May 2019)



C. D1 Ciccio, March 2022 Blockchain as a process execution infrastructure

From ledgers to event logs
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From ledgers to event logs




C. D1 Ciccio, March 2022 Blockchain as a process execution infrastructure

From event logs to process analytics
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The journey

Mining the Blockchain for processes
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In 2012...
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DODI:10.1145/2076450.2076466
Article development Led by dlTIUELE 1 979
queue.acm.org

| Logs contain a wealth of information to help Man}, logs are intenddd to facilitate
manage systems. : -

debugging. As Brian Kernighan wrote

in Unix for Beginners in 1979, “The most

Ad d effective debugging tool is still care-
Vances an ful thought, coupled with judiciously
placed print statements.” Although to-

=
c h a lle n g es I n day’s programs are orders of magnitude

more complex than those of 30 years

Log Ana lYSis ago, many people stilluse printf tolog

to console or local disk, and use some
combination of manual inspection and
regular expressions to locate specific
COMPUTER-SYSTEM LOGS provide a glimpse into the messages or patterns.

states of a running system. Instrumentation occasion-
ally generates short messages that are collected in
And we are not yet over it. a system-specific log. The content and format of logs
can vary widely from one system to another and even
among components within a system. A printer driver

BY ADAM OLINER, ARCHANA GANAPATHI, AND WEI XU

o
[
o
()
=~
o
=
o
o
=]
()
w
jav)
ol
=
o
(@)
@
w
w
ga
®
(e}
c
=t
=
o
=]
—-
=]
=
©
n
2
=
c
(@}
-+
c
=
(¢”]

Oliner et al. Advances and Challenges in Log Analysis. Communications of the ACM, 2012



Logs bear valuable insights

Mining Specifications

Glenn Ammons

Rastislav Bodik
Dept. of Gomputer Sciences Dept. of Gomputer Sciences

James R. Larus
Microsoft Research

University of Wisconsin University of Wisconsin One Microsoft Way
Madison, Wisconsin, USA Madison, Wisconsin, USA Redmond, Washington, USA
ammons@cs.wisc.edu bodik@cs.wisc.edu larus@microsoft.com
ABSTRACT These tools, in general. statically compute an approximation of

Program verification isa promising approach to improving program
quality, because it can search all possible program exccutions for
specific errors. However, the need 1o formally describe comeat be-
havior or eerors is 2 major barrier to the widespread adoption of
program verification, since programmers historically have been re-
luctant to write formal specifications. Automating the process of
formulating specifications would remove a bamer (o program ver-
ification and enhance s practic ality.

This paper descrbes specification mining, a machine learning
approach (o discovering forms
code nmust obey when interacting with an application program in-
terface or abstract dogg type. Starting from the assumption that a
working program is well enough debugged to reveal strong hints
ol eorrect prodocols, our wal infers a specificaton by observing
program execution and concisely summanzing the frequent inter-
action patterns as state machines that capture both emporal and
data dependences. These state machines can be examined by a pro-
gramimer, 1o refine the specification and identify errors, and can be
wiilized by automatic verification toals, o find bugs.

specifications of the prowocals that

nons et al. 2002; van der

a program’'s possible dynamic bebaviors and compare 10 agains a
specification of correct behavior. These specifications often are
casy o develop for language-specific properties—such as avoid
ing null dereferences and staying within arrny bounds. Even when
language properties are more difficult to express and check. they
potentially apply 1o every program writlen in the langunge. so un
nvestment in a verification 100l cin be amortized easily,

On the other hand, specifications pamicalor o a program. say of

its abstractions or dataty pes, may be difficult and expensive to de
velop because of the complexity of these mechanisms and the Tim-
ited number of pecple who understand them. Also. as these s
ifications may apply to only one program, their benehiis are corre-
spondingly reduced. Program verification is unlikely to be widely
used without cheaper and easier ways to formulate specifications,
This paper explores one approach to automating much of the pro-
cess of producing specifications. This approach, called specifica
tiow mining, discovers some of the temporal and data-dependence
relationships that a program follows when it interacts with an ap
plication programming interface (AP1) or abstract datatype (ADT).

1128 |EEE TRANSAGTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. 16, ND 9, SEPTEMBER 2004

Workflow Mining: Discovering Process
Models from Event Logs

Wil van der Aalst, Ton Weijters, and Laura Maruster

Abstract—Caontemporary warkfiow management systems are diven by explictt procass models, i.a,, a completely specifiad warkflow
design is required in order to enact a given workflow process. Greating a warkflow design is a complicated time-consuming process
ard, typically, there are discrepancies between the actual workflow processes and the processes as perceived by the management,
Therefore, we have developed techniques tor discovering workfiow models. The staring poirt for such techniques is a so-called
“workflow log’ containing information about the workflow process as it is actually being executed. We present & new algorithm fo
extract a process model from such & log and represent it in terms of a Petri net. However, we will also demaonstrate that # is not
possible to discover arbifrary workflow processes. In this paper, we explore a class of warkflow processes that can be discovered, We
show that the o-algorithun can successfully mine any workflow represented by a so-called SWF-net.

Index Terms—\Workdlow mining, waorkfiow management, data mining, Petri nets.

+

1 INTRODUCTION

Dlu: InG the last decade, workflow management concepts 3. events are totally ordered (i.e., in the log events are
and technology [3], [5], [15], [26], [28] have been recorded sequentally, even though tasks may be
applied in many enterprise informalion systems. Workflow executed in parallel).

management systems such as Staffware, IBM MQSeries,  gny information system using transactional systems such
COSA, etc., offer generic modeling and enactment capabil- i :
ibes for structured business processes. By making graphical
process definitions, i.e., models describing the life-cycle of a
typical case [workflow instance) in isolation, one can
configure these systems to support business processes.

as ERP, CRM, or workiflow management systems will offer
this informaticn in some form. Note that we do not assume
the presence of a workflow management system. The only
assumption we make is that it is possible to cellect
Besides pure workflow management systems, many other workflow logs with event dam.. Thu:r;u wurl_xﬂow logs are
software systems have adopted workflow technology. used to construct a process r‘-pmﬁcs_mnn which adequately
Consider, for example, ERP (Enterprise Resource Planning) m_ﬁ‘#]s the behavior registered. We use the term process
systems such as SAP, PeopleSoft, Baan and Oracle, CRM  mining for the method of distilling a structured process
(Customer Relationship Management) software, ote. De-  description fram a set of real executions.
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Blockchain-Based Traceability
of Inter-organisational Business Processes

Understanding the enacted task

Dominik Haas, Daniel Lilelr, Florian Riel. Andreas Rumpl, and Philipp Uhlig

660G YdIBIN 01001 I D

~ma TX ©xB23c43cc7aBfeebabb72a31e4899ab3fe9051224bbc504e1ba9185835a9856¢

SENDER ADORESS TOCONTRACT ADDRESS
@=xf17f52151ebefoc?334Ffad0BOchiB4dT772160732 B=6512a267ad2Bdfe4lab840e7ad0b2501633ch3f2

Example

IXDATA | ' - Function signature:

%h2029aaf00e000060000PHO000660A0E000EHAN0EE0EA0EEE6000EEA00060000660000 function receive_order(uint256) pub'l ic
- Corresponding Application Binary
0xh208a%aa9 Interface (ABI):

{ "constant":false,
"inputs":[{"name":"workitem1id",
"type":"uint256"}],
"name":"receive_order",
"outputs":[],

"payable":false,

SHA3 (“receive_order'")=0xb20a9%9aa9619b9dc0c6a76befOc "StateMutabi] ity":"nonpayable",
51350699afd93b05757350f8c20de71bc75e18 }

9INJONIISBIJUI UOIINIDXS §S900.1d B SB UIBYDINO0[g

' O ®
From: To: Value: U
Oxca35b7d91545...e8fa733c 0x692a70d2e424...95877b3a Ox4
Data:
0x23d1c95e00...0040...00342504d00...001b427573696e6573732050726f63657373204d616e6167656d656e7400...00

D.C, Cecconi, Mendling et al: Blockchain-based Traceability of Inter-organisational Business Processes. In: Proc. of BMSD 20



Case study
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Original process Factory contract

Ethereum Accou dresses and Contracts - Chromlum
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Intercepting new instantiations
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B Contract 0x09890f52CDd5D0743c7d13aBE481ET05A2706384

0x09890f52cdd5d0743c7d13abedBle705a2706384

From: factory

New address

Contract code
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Intercepting new instantiations

Oxe9149e1bad0018fcc9b5d7b8b99a4052f280a535

paTs 24dzlﬁazhaof0c73ud1c3cbf§’§§§ Ba2gqicaab VeI2TBEEL2AT90:
0xB2c6592bal64adbabadlec669bi2a5

1cdAT6565
Ox6a7884b7f02dR8R6T 3353082056433 8 a6 23 2bIE0bBBO3OMC
ox35dsbieonS8I 20687 7aA5 343 E IR AL RALY dod120dcdoa

Ox6d4b672962edad4506c

1b2234590044d305
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0x78dada052d1aad0ed 3297ca59b31ef1fb15bd43f

Ox78@0b2c9de3B7a677c)238ee4350841109312a22

Oxlald8lelc2cl2f3a5e@Bee2c561615dca5aaezd4

0xe3898a31b2b133f45&32670c05bb40486d7371

0x6592e6ballcObs. 1ccf28a457766534a

092c81b24d2752a5

Ouafbicfaalob2ed410de2fa65eb35cc6fadbaalct

Ox9caed88c54af5e72f1831601a10a2Fadatidofod———————————————— 0x09890f52cdd5d0743c7d13abed481e705a2706384
1079b2b3b4c702bc506cecsh 3ef865

From: factory

Ox0e6e03 aBbcb622ee7aT7eachc9ef73f
Ox7b030c7c3de308fcTrba6016f4d6753113d493

0xf527f6b2ad35a17f5c9380DBBT7(70e25facb584e

0x05b218bd7381ca79ctcbd3aa3c0d5e1d304f09ca

0x625118efaac3501d296e8878a4a5224C06¢37d21
Oxd15aebac05234993c03d6dcc9d16¢510730ab79f ~
3a50f0f146109ddf82647c051725
Dabray9ECoRbatl/Cldidancs2abuT 7d 1Y 00 Ox88bedfIedc480a0fI3d9160384a8f08100120f
Oxe552¢3f3f4107cfbdaB33f3333e9eAb763a68352
0x7243c8498f22¢a061230e500294f05575

To: new instance
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Intercepting calls to process contract
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0x1387e74982055e3e1d235aad579350813b329b2b —P 0x05b218bd7381ca79ctc6d3aa3c0dSeld304f09ca

From: actor To: new instance

9INJONIISBIJUI UOIINIDXS §S900.1d B SB UIBYDINO0[g

r " P
From: V] o Value: ) \

iadBhTde1 545, . eAlaTa OxBEZETOZEA24, | BSETThOR oxd - -
Data: (ol
OnEE RS0, D040, DI342504d00.. 00 1L4E7ET S 73 .00




Intercepting calls to process contract

Block Transaction
+ number : int + hash : hash
+ hash : hash + blockHash : hash
+ timestamp : unixTimestamp 1.1 1.* | + transactionindex : int
+ transactions : Transaction[1..”] ’v + from : Siring
+... + to : String
+ gasPrice ; int
+gas :int
+ input : String
+...

0x1387e74982055¢3e1d235aad579350813b329b2b ~

<con taiss

% nams )
a.n

Extension
<deciares> L

URI

=troce-clossifiers =defingss

d.n ————

<define s>

Classifier

¥

!

~
~ O.n
~
N .
~ <contoinss
~

sconfalns>

pcvent-clas sifiars <ordems>
<“trace-giobal>  O.n
<event-globm>
O.n
Attribute
<conbaing >
a.n
ccontains>
<contains >
O.n

From: actor

‘\y 0x05b218bd7381ca79cTIcbd3aaic0d5eld304109¢ca

To: new instance
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From transactions to events

08 YoTBI ‘011D 1T )

~ nams ) [0
\)]
d.n
Extension \-_"'ED
<deciares>
L LIRI

<troce-clossifiers =definess ,U_q

Block Transaction i S
Classifier r_ et { ey 3 (_WJ‘

<defrine s>

+ number : int + hash : hash o.r o8
+ hash : hash + blockHash : hash 4 rventcis sifiers <orders> g
+ timestamp : unixTimestamp 1.1 1.* | + transactionindex : int on (—-0—‘ :
+ transactions : Transaction[1..”] ’v + from : String srace global> 0. 0
+ .. + fo : String i o
+ gasPrice : int &er : =

+gas :int <contains:> e (—-—-ns:dato:T|me 3

:|.r.1put : String e " e B %

B - o.n [©)

aili ccontains> ?é

(¢

cranteles c

O.n

coonfalns> 4 “ E .

U‘j e 5
<containss ::‘.j
&

Event log attribute Blockchain data field 2
&

Case ID Transaction.to 5

Activity ID Transaction.input{2:10] (function selector) '

Event ID Transaction.hash

Activity label
Event timestamp

Reverse-engineered from contract ABI and function selector
Block.timestamp (plus sorting by Transaction.index)

Event cost
Event resource

Transaction.gas
Transaction.from

https://gitlab.com/MacOS/extracting-event-logs-from-process-data-on-the-Blockchain/
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Event log

0% YoIeN

<log openxes.version="1.BRC7" xes.features="" xes.v on="1.8">
<extension name="Concept’ "concept’ "http://www.xes-standard.org/concept.xesext"/>
<extension name="Identity" ="identity' ="http://www.xes-standard.org/identity.xesext"/>
<extension name="Organizatienal" prefix="org" "http://www.xes-standard.org/org.xesext"/> Do

(4

<extension ="lifecycle" "http://w xes-standard.org/lifecycle.xesext"/>
<extension nam ime ime" uri="http://www.xes-standard.org/time.xesext"/>

<extension name="Cost" prefix="cost" uri="http://www.xes-standard.org/cost.xesext"/>

<string key="concept:name" value="Incident Management Process"/>

<string key="lifecycle:model" va "standard"/>

prefix=

t

<trace> os)
<string key="concept:name" value="i0x00040F28dAES496E2Aa7069E522291454F9428F" /> g
<string key="id" value="10x00040F28dAES496E2Aa7069Ee52229145419428F" /> %
<event> o
<string key="id" value="i10x29e663ef7b84c54f0edc3e3fd143499cbabb574f262cf99c669b4382156d7d53" /> g

<string key="activity id" value="efe73dcb"/> E

<string key="concept:name" value="Customer has a problem"/> o

<date key="time:timestamp" value="2016-03-22T14:06:22.000Z"/> n
<string key="org:resource” value="Key Account Manager"/=> s
<sstring key="lifecycle:transition" value="complete"/> o]

<int key="bleckNo" value="1196685"/> g

<string key="from" walue="0x1387E74982055e3e1d235AaD579350813B329b2B" /> o
<string key="transactionData" walue="Oxefe73dcb"/> 8
</event> 2
<event> gg
<string key="id" value="1i0x4642478199a5d70d2b7022384b57708ca22cB29f72c89e08704295c48cb27937b" /> g

<string key="activity id" value="b46d63fa"/> c

<string key="concept:name" value="Get problem description"/> S

<date key="time:timestamp" value="2016-03-22T14:06:35.0080Z"/> Q

<string key="org:resource" value="Key Account Manager"/> E

<string key="lifecycle:transition" value="complete"/= =]

<int key="blockNo" value="1196687"/> ”::h

<string key="from" wvalue="0x1387E74982055e3e1d235AaD579350813B329b2B" /> %
<string key="transactionData" value="0xb46d63fa 20 Gy
</event> C
<event> S,,
=

()
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Miuhlberger et al. 2019 Klinkmiiller et al. 2019

Mining Blockchain Processes: Extracting
Extracting Event Logs for Process Mining Process Mining Data from Blockechain
from Data Stored on the Blockchain Applications

An Binh Tran!,

Christopher Klinkmiiller!! Alexander Ponomare

Roman Miihlberger' @, Stefan Bachhofner! (&, Claudio Di Ciccio!®

,and Wil van der Aalst
Luciano Garcia-Bafiuelos>*(3, and Orlenys Lépez-Pintado®

Ingo Weber®

! Datafl, CSIRO, Level 5, 13 Garden Strest, Evel

vigh, NSW 2015, Australia

! Vienna University of Economics and Business. Vienna, Austria {christopher.klinkmuller,alex. ponomarey,anbinh, tran}@data6l. csiro. au
roman@muehlberger.eu.com, {stefan.bachhofner,claudio.di.ciccio}@uu.ac.at T '1|||1-r]|!.‘ Universitaet Berlin - Berlin, Germany
% University of Tartu, Tartu, Estonia ; Ang.wskerCid-pariin da
i 1pe: ' University of New South Wi yney, NSW 2052, Anstralla
axlenyelpfus. oo * RWTH Aachen University, Aachen, Germany

* Tecnol6gico de Monterrey, Monterrey, Mexico wvdaal stOpads.ruth-aachen.ds
luciano.garcia@tec.mx

Abstract. Blockchain techinology has been gaining popularity as a
platform for developing decentralised applications and executing cross-

Abstract. The integration of busi process 1ient with blockchains

e ; . : arganisational prod . However, extracting data thit allows an

across organisational borders provides a means to establish transparency of exe- the process v from blockchains is surpri e
cution and auditing capabilities. To enable process analytics, though, non-trivial Blockehaln data are rarely nsed for process mining. Tn this paper, we
extraction and transformation tasks are necessary on the raw data stored in the propose a framework for alleviating that pain. The framework comprises
ledger. In this paper, we describe our approach to retrieve process data from an three main parts: a manifest specifying how data is logged, an extractor

for retrieving data (structured sccording to the XES standsed), and &

Ethereum blockchain ledger and subsequently convert those data into an event _ 7
generator that produces logging code to support smart contract develop-

log formatted according to the IEEE Extensible Event Stream (XES) standard.
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LA X 7 ) ers, Among others, we propose a convenient to encide logging data

We show a proof-of-concept software artefact and its application on a data set in & compnct form, to achieve relatively low cost and high throughpat

produced by the smart contracts of a process execution engine stored on the pub- for am=chiain logging. The groposal is evaloated with logs crested from

lic Ethereum blockchain network. generated logging code, as well as with existing blockchain applications
that do net make use of the proposed eode generator,

Keywords: Ethereum - Process discovery - Process monitoring - Process i . : . ;
A R 2 Keywords: Process mining - Blockehain + Smart coritracts « Logging -
conformance XES




C. D1 Ciccio, March 2022

Blockchain as a process execution infrastructure

How about the real world?

Oracles: From on-chain to off-chain and vice versa

91
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Flight delay insurance:
the FlightDelayPayout contract

Do

‘0199

0% YoIeN

FlightDelay/Flight DelayPayout.sol at master - etherisc/flightDelay - GitHub - Chromium

(4

©) flightDelay/FlightDelayr  x

(4

& C @ GitHub, Inc.[US] | https://github.com/eth

e 5%
* f@dev Oraclize callback. In an emergency case, we can call this directly from FD.Emergency Account.

* @param _queryId

* @param _result

* @param _proof

o

function _ callback(bytes32 _queryld, string _result, bytes _proof) publis FIIFELI (getContract (' FO. Emergency')) {

var (policyTd, oraclizeTime) = FD_DB.getOraclizeCallback(_queryld): H
LogoraclizeCallback(policyld, _queryld, _result, _proof); ContaCt Wlth the
/4 check if policy was declined after this callback was scheduled off—Cha|n World

var state = FD_DB.getPolicyState(policyld);
require(uint8(state) 1= 5);

bytes3? riskId = FD_DB.getRiskId(policyld);

d e se ureyoyo0[g

1/ --> debug-mode
" LogBytes32("riskId", riskId);
1/ <-- debug-mode

var slResult = result.toSlice();
if (bytes(_result).length == @) { // empty Result

if (FD_DB.checkTime( queryld, riskId, 180 minutes)) {
LogPolicyManualPayout (policyId, "No Callback at +126 min");

return;
} else {
schedulePayoutOraclizeCall(policyld, riskId, oraclizeTime + 45 minutes);
i
} else {

// First check status
/7 extract the status field:
s1Result.find("\"".toSlice()).beyond("\"" toSlice());
s1Result.until(sIResult.copy().Tind("\"".toSlice()));
bytesi status = bytes(slResult.toString())[8]; // S =L
if (status = "C") {

£/ T1ight cancelled --> payout

pefic ot & ) Payout in case of

return;

Y it v e signalled problems

payout (policyld, 5, 0);

with the flight

} else if (status != "L" & status != "A" & status != "C" §& status != "D")
LogPolicyManualPayout (policyId, “Unprocessable status");
return;

) Source: https://www.flickr.com/photos/michaelduxbury/5824469025

// process the rest of the response:
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https://www.flickr.com/photos/michaelduxbury/5824469025

The problem
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The Oracle
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Source: http-/matrix. wikia.com/wiki/File:The Oracle Making Cookies.ijpa
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The Oracle

660G YOIEIN “01O1]) I(T *D

ISO/TC 307, ISO/TR 2345: “[A] DLT Oracle [is a] service that updates a distributed
ledger using data from outside the distributed ledger system”. (2019)

Previous literature: oracles as off-chain information providers.

We see oracles as a bridge
between the on-chain and off-chain worlds.
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Oracle patterns: Overview
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Smart contract On-chain component

Send transaction

Callback
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Currently work-in-progress

[ ]
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How to restrict information access with data on public blockchains?
- Ask Edoardo Marangone

How to extract event logs from Ethereum Classic and Algorand?
- Ask Michele Kryston and Silverio Manganaro

How to run declarative process specifications on Algorand?
- Ask Mirko Politi

How to design and implement processes for circular economy on-chain?
- Ask Davide Basile, Valerio Goretti and Marco Raffaele

The smart contract sends 1
Stateless
TRAN to the user
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Images courtesy of the authors. Thanks guys!
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