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Vienna, Austria (Post-doc, Assistant Prof.)
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Half empty or half full?

C. Di Ciccio, March 2021

Which is more fundamental:
processes or things?
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Processes are into dynamics

C. D1 Ciccio, March 2021
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Thanks Dr. Mieke Jans for offering her hand



Blockchain as an
infrastructure
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Transaction

C. Di Ciccio, March 2021

- Transfer of (crypto)assets (Ether, Bitcoin, Litecoin, EQS, ...)

fromaccount Ato account B
Externally Owned
Digital signature Account (EOA)

Value:

Externally Owned
Account (EOA)

e To:

E Oxca35b7d91545...e8fa733c 0x14723a09acff...a1fddc160c Oxftf4 ::

From:

0xca35b7d91545...e8fa733c 0x14723a09acff...alfddc160¢

44443 444
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Ledger

- Ordered collection of transactions
- The order matters!

Transact

on

Transact

on

Transaction

Transaction

Transaction

Transaction

Transaction

Transaction
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Block
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- Blocks group and collate transactions
- The order matters!

Block 2013701 Block 2013702 =2
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Transaction Transaction Transaction =
Transaction Transaction Transaction %
Transaction Transaction Transaction -
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Transaction Transaction Transaction H
Transaction Transaction Transsction %
Transaction Transaction Transaction Y,
Transaction Transaction Transaction §
Transaction Transaction Transaction Transaction /M
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Hashing the previous block for immutability
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- Blocks refer back to direct predecessors
- The order matters!

Block 2013701 Elock 2013702 Elock 2013703 Block 2013704 =2
2
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Transaction Transaction Transaction Transaction %
Transaction Transaction Transaction Transaction o
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The Blockchain remembers

Ganache
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Ledgers

C. Di Ciccio, March 2021

- A ledger is a collection of transactions.
- Throughout history, on paper; recently, stored digitally

- Shortcomings of centralised ledgers:

- They may be lost or destroyed:
a user must trust that the owner is properly backing up
the system

- Transactions may not be valid:
a user must trust that the owner is validating each
received transaction

- The transaction list may not be complete:
a user must trust that the owner is including all valid
transactions that have been received

- The transaction data may have been altered:
a user must trust that the owner is not altering past
transactions
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Decentralisation for persistence

C. D1 Ciccio, March 2021

Centralisation Decentralisation

Distributing the ledger makes for permanence
BUT
entails no notion of unique distributed clock
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Proof of Work (PoW): obtain the right to publish the

next block by solving a computationally intensive
puzzle

Checking that a solution is valid is easy

Solving the puzzle is difficult: an incentive is needed

Mining for a blockchain

C. Di Ciccio, March 2021

Blockchain and smart contracts
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Ledgers are distributed and

maintained by a network
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Crypto-fuel needed!



“A universal platform with internal programming language, so that
everyone could write any app”

C. Di Ciccio, March 2021

[V. Buterin]

e --‘\. g \

=

From peer-to-peer electronic cash system
to programmable distributed environment

Blockchain and smart contracts



Smart Contracts are
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Blockchain and smart contracts
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Smart Contracts are
pileces of code
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Blockchain and smart contracts
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Smart Contracts are
pleces of code

C. Di Ciccio, March 2021

pragma solidity ~o

contract HelloToken {
55 public minter;
mapping {(address => uint) public balamce;
uint public constant PRICE = 2 finney;

tor{} public {

" ninter = neg.sender - Smart Contracts in Ethereum
o i1 subLic mayable © - live in the Ethereum environment
require(nsg. value >= PRICE, : ! ); - execute a function when called

balance|[msg. sender] += msg.value Jf Tinney;

} - have direct control over their own balance
ctiagn transfer(uint amaunt, addres tal public { . and keylvalue Storage

require|balance[msg.sender] == amount, "H ] h tTokens!®}; . . . g .
balance[nsg. sender] -= amount; - have their behaviour fully specified by their

balance[to] += amount;

. code
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The polygraph machine

Where are Smart Contracts
executed?

First on the mining nodes.

Then, potentially, on every node!

Only absolutely needed
Instructions should be put in code!

C. D1 Ciccio, March 2021

n
fhe
QO
(o]
[
)
o
o
o
+~
~
(v}
—
e
0
e
=
[=!
(o]
o
o=
(2}
<
(&}
~
o
=}
m




(.

CYBER 4.0
CYBERSECURITY COMPETENCE CENTER

A programmable distributed environment

O

From:
@ ll: 0Oxca35b7d91545...e8fa733c

> O

0Oxca35b7d91545...e8fa733c

0x14723a09acff...a1fddc160c

~ Gas price (execution costs)

Invoking a smart

To: Value:
0x14723a09acff...a1fddc160c Oxfff4
From: 0 To: Value:
Oxca35b7d91545...e8fa733¢c 0x692a70d2e424...95877b3a 0x4

contract function Data:

Input (and output) encoded data.

0x23d1c95e00...0040...00342504d00...001b427573696e6573732050726163657373204d616e6167656d656e7400...00

From: 0

Deploylng a hew Oxca35b7d91545...e8fa733c

To:
New address

Value:
0x4

®

smairt contract

Data:

Smart contract code to be deployed

Smart Contract
Account

New
Smart Contract
Account

C. D1 Ciccio, March 2021

Blockchain and smart contracts
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Smart Contracts are
pieces of code (not for free)
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Name Value Description®
Goero 0 Nothing paid for operations of the set W, ..
pragma gali dity “b.4.8; Ghase 2 Amount of gas to pay for operations of the set Wy, ..
Ehyrriam 3 Amount of gas to pay for operations of the set Woc yiow-
contract HelloToken { Glow 5 Amount of gas to pay for operations of the set Wi, .
- ) Gmid 8  Amount of gas to pay for operations of the set W, 4.
address public minter; Ghigh 10 Amount of gas to pay for operations of the set Wi,y,.
mapping (address == uint) public balance: Gegteode 700 Amount of gas to pay for operations of the set W scode-
uint public constant PRICE z finney: (G Ralzree 400 Amount of gas to pay for a BALANCE operation.
Gaiload 200 Paid for a SLOAD operation.
Gjumpdest 1 Paid for a JUMPDEST operation.
constructor(} public { (E 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero.
minter = msg.sender: (Ganeaet 5000  Paid for an SSTORE operation when the storage value’'s zeroness remains unchanged or
] is set to zero.
Recicar 15000 Refund given (added into refund counter) when the storage value is set to zero from
NON-Zero.
Tunctior inL{) public payable { P s =ttt 24000 Refund given (added into refund counter) for self-destructing an account.
regquire(msg,value == PRICE, "M il value s A toke i (Gl aaatnie: 5000 Amount of gas to pay for a SELFDESTRUCT operation.
. Gereate 32000 Paid for a CREATE operation.
balance[msg. sender] 4= msg.value F 2 Tinney; o 200 Paid byte f TS A d in placi T it (S
Fcodedepasit per byte for a CRE! operation to succeed in placing code into state. 0
1 Gean 700  Paid for a CALL operation. 45
(E it 9000 Paid for a non-zero value transfer as part of the CALL operation. (o
function transfer(uint amount, address to) public Gleailstipend 2300 A stipend for the called contract subtracted from Geanvaiue for a non-zero value transfer. j’j
’ (G Rt GecouTt 25000  Paid for a CALL or SELFDESTRUCT operation which creates an account. =)
requira{balance[msg.sender] == amount, "Hot enough tokens!"); Crzp 10 Partial payment for an EXP operation. 8
balance[msg.sender] -= amount; Gezpbyte 50 Partial payment when multiplied by [log,s;(exponent)] for the EXP operation. -
balance[to] += amount: (G ety 3 Paid for every additional word when expanding memory. a
1 Gizeraats 32000 Paid by all contract-creating transactions after the Homestead transition. =]
Girdatazero 4 Paid for every zero byte of data or code for a transaction. n
Girdatanenzero 68  Paid for every non-zero byte of data or code for a transaction. =
terminate() public { Giransaction 21000 Paid for every transaction. =
require(msg. sende minter - . ot terminate s comtr 1= Glog 375 Partial payment for a LOG operation. ©
- . ' Glogdata 8 Paid for each byte in a LOG operation’s data. =)
selfdestructiminter); Glagtopic 375 Paid for each topic of a LOG operation. 8
1 Gshas 30 Paid for each SHA3 operation. <
1 G shagword 6 TPaid for each word (rounded up) for input data to a SHA3 operation. M
. Goopy 3 Partial payment for *COPY operations, multiplied by words copied, rounded up. 8
- Gholockhash 20 Payment for BLOCKHASH operation. —
(Ef et ny 100 The quadratic coeflicient of the input sizes of the exponentiation-over-modulo precompiled M

contract.

od 2014
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Tokens are not cryptofuel
Nothing specific of blockchains, after all!

You have 98,427 award miles

C. Di Ciccio, March 2021

R Period 09.01.2017 to today
Ty
/ =
. -, i Humber of flights GG
15 == Lufthansa o
Flown distance B 2TE lim oo 50,501 miles

——— v

Your stalus ts valkd until February 2020
Status miles: 10, 548

80{}"' 24 16,946 12,040
0
Flighi sagmants Status milas Salact milas
[i= 20 H) fin F0HA) [ )

Um Ihran Frequent Traveller Stetus zu varlAngamn, bandtigan Ska noch 18054 Stetusmallen odar & Flsgsegmarnis im
Zesitraum 07.01.201 8 big 31.12.2018.
lhre St Star Punkdae: 3458 (0 Stemis)]

Your Select benefils

Theank wou har your loyalty.

With fhe Milas & Mere Seleciong programims Companent, you san 1 EII;_]..’,U l " ;

chacsa additional benedits for your tips and for erergday a here 24 D.-"ﬂ BEST WAYS TO EARN
Selecl miles {20135) ETHANSA

Blockchain and smart contracts
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Your brand new token in 5 minutes or less

pragma solidity “0.4.8;

cantract HellaTeken {
S public minter;
agping (address == wint} public balance;

uint public constant PRICE

ddd

constructar() public {
minter = nsg.sende

1 fonction mant(} public payabhi
alue == PRICI
balance [msg.sendar] += msl

requline [me

function transferfuint amount
cguire (halance[msg . sende
talance[nsqg.sender] -— amg  DETAILE
kalance[ta] += amount )

TS FET
i manatel} public {
re(msg.sender == nin
destruct minter);
¥ TETAL

MetaMask Notiflcaklon

B Cuitsin AP

=» ' Dl b _chel

#0.004021

#0.009021

REJEC COMFIRRM

1 Hello Taken! b

L D lecalkask

The Hello Token
Buy Hello Tokens!

Minting form

ul 2 lanesys

Transfer tokens

Transfer fonm

Hoem mach: 177 Ta: {lxfiedak e FAZRADNZTIRRN AR IARFAA

Status

Yaur accoird arkdmss 150 1iagdasFacR1 I bGdn T TRCaceATRSSS1A 214

waur cuner balanos in Helo Tokens s 7

And e miner s, Mxlieell54anbbE Lo cid labc2eilodd 1 8e55550a5!

How many tokens do you wanit? S Bisg?  Every Hollo Tokes comes @ the recsonatie prios

Trarefer

C. Di Ciccio, March 2021
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Tokens

Token Tracker | Etherscan - Chromium
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M Token Tracker | Etherscan x

& C @ etherscan.io/tokens b4 % Incognite

™ Etherscan AllFillers n

Eth: $1,600.70 (+1.87%) | 2138 G Home Blockchain ~

Token Tracker esc2

Sponsored: W Dotify - DeFi infrast: on Polkadot. Token sale is live!

ERC-20 Tokens a

Atotal of 364,310 Token Contracts found > Last
# Token Price Change (%) Volume (24H) v Market Cap Holders
1 $245.7000 v - $4,767,229,953 $37,968,324,291 315,300
ering the woll - 0.000
S Q
(]
2 $1.0000 v- $101,948,725,486 $35,904,101,440 2,653,137 j’j
ogy 208 ~0.018 =
E o
(5]
+~
~
3 $30.6100 ~ 2.81% $2,584,541,527 $12,550,149,597 441,257 g
598 - -0.523 =)
Ei n
el
g
4 $0.9949 - $2,157,018,823 $8,813,624,659 696,215
e - 0.300 S
- <
<
o
-
5 & Unisy $26.2800 - -1.91% $1,185,988.685 $8,094,818,234 8
UNI token 514 —
billion U c aal
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The Blockchain and the Internet

NCSA X Mosaic 2.7b6 [The World Wide Web project]

File Options Havigate Annotate Heus Help
-~ HNone
EEEELETEEE
URL: |]‘|ttp:.r"finfo.cern.chfhgpertext/lvllvllvlfTheProject.htnl

Horld Hide Heb

The HorldHideHeb (M3} is a wide-area_hypernedia infornation retrieval initiative
aining to give universal access to a large universe of documents,

Everything there iz online about H3 iz linked directly or indirectly to this
docunent, including an executive sunmary of the project, Hailing lists , Policy .,
Hovenber's H3 news , Fregquently Asked Ouestions .

Hhat's out there?
Pointers to the world's online infornation,_subjects , H3 servers, etc,
Help
on the brouwser you are using
Software Products
A list of H3 project conmponents and their current state, {e.g. Line Hode ,X11
Yiola , HeXTStep , Servers , Tools , Hail robot , Librar
Technical
Details of protocols, formats, program internals etc
Bibliography
Paper documentation on M3 and references.
People
A list of some people involved in the project.
History
A sunnary of the history of the project.
Houw can T help ?
If you would like to support the web,.
Getting code
Getting the code by_anonynous FTP , etc.

student@blockchain: ~/Ethspace fFirst-dapp-with-truffle

File Edit View Search Terminal Help
student@blockchain:~/Ethspace/first-dapp-with-truffleS truffle migrate --reset
Using network 'development'.

Running migration: 1_initial_migration.js
Replacing Migrations...
... Bx7dB262bP9209822d20a77f63fb64fe04513ccB8379fe7822de1047303bF11057e
Migrations: Oxceb4c5940c48331a69cca36409c77cdf4f635¢ces

saving successful migration to network...
... Bx6df36487e47faf026317ac5479%ceBabaf250edasef8f02be45a849217c2097 4

Saving artifacts...
Running migration: 2_deploy_contracts.js
Deploying BitMathGame...
... Bx480259d6fefaf195f2fBBO7847917964958601218cd46d777ff309a9d67450d7
BitMathGame: 0x3cf4544b0a8fcfaec57414f76e810b7d8bd82622
saving successful migration to network...
... BxB1d498bb5fc235241338ea88976%9e394256bd65758b849dbfa9dacfef559197e
Saving artifacts...
student@blockchain:~/Ethspace/first-dapp-with-truffles I

C. Di Ciccio, March 2021
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Web 1.0

<[>

C. Di Ciccio, March 2021

Database -~
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Web 2.0

C. Di Ciccio, March 2021
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Database

Remote computing
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Web server

HTML + 15 + CE5

Cloud services
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Web 3.0

C. Di Ciccio, March 2021
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Blockchain as a process execution infrastructure

cio, March 2021

C. Di Cic

Blockchain and smart contracts

Qo
@)



(.

CYBER 4.0
CYBERSECURITY COMPETENCE CENTER

Division of labour — Automation
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( cisersecuny couperence cewren
Systems like to report on their job (logging)
ac + [2019-02-18T12:30:00-02:00] OxXACDCO801 executes Draw Out

o wWire on Item OxAAOQ1l

- [2019-02-18T1T12:30:10-02:00]
wWire on Item OxAAQO1l

- [2019-02-18T12:30:20-02:00]
Item OxAAQOL

- [2019-02-18T112:30:30-02:00]
wire on Item 0OxAAQ2

- [2019-02-18T112:30:40-02:00]
wire on Item OxAAQ2

- [2019-02-18T112:30:50-02:00]
on Item OxAAQl

- [2019-02-18T112:31:00-02:00]
wire on Item OxAAQ3

OXACDC0802

OXACDC0803

OxXACDC0801

OxACDC0802

OxACDC0804

OxACDC0801

executes Straight
executes Cut wire on
executes Draw Out
executes Straight
executes Point wire

executes Draw Out

C. Di Ciccio, March 2021
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Smart contracts can execute processes

—
A
=
AN
<

2

~
=

S
o=

(]

5]
o=
@)
o=
/A
(©)

receive receive provide provide
T order request details waybill
a
} @@
A @ Transport Q @)
A AN ¥ ¥ 3
T mart Manufact-
T 0 : + Bulk Buyer BB Trigger Mf. Trigger Mm. Trigger Middleman
: . . H ’ Y E8! Contract 68 urer 68
' . . . T T T T T T T
receive . 5 H . . deliver } } } } } } }
c order = H : . order
5 £ Vi v, I I I I
£ o ®. | APl call: | Blockchain I Check | | I I
% efecnccnacnns Hod.. p@ @) e | Order goods | Transaction | conformance | | | |
s | | (BCTX) | | | | |
B o 0, <
= forward order 1 receive request receive receive ’ } } ! ! ‘ ‘
. order transport ) order details details waybill H API call ! !
H H | | | | Execute | | 0
: ; } } } } APl call } internal logic | ! +
H H Pl call: I I
feemssssssssssssssssssssssanas . e emersesesssssssssssassssssese e . } } } BCTX | Place order f I | %
. I I h
H H report ! ! L ! | | I 8
3 | receive , . start of del I I i I I | | =
o ' . f eliver | | | Check | | | | 8
g order v, production product | | | conformance | | | | 5]
2 Calculate } } } } } } } v
T demand | | i T T > > &~
b} Smart Contract effect | API call | <
= place receive : v ! ! ! ! ! ! ! =]
. order order H N ! ! ! ! ! | I o
0 0 "
é AV AV
- el
5 g
=1
5
@3 ©
=
o=
<
<
o
-
Q
@]
A~

eber et al.: Untrusted business process



(.

CYBER 4.0
CYBERSECURITY COMPETENCE CENTER

Executing inter-organisational processes on the
Blockchain: A model-driven approach
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Blockchain Support for
Collaborative Business Processes

Claudio DiCiccio - Alessio Cecconi
Marlon Dumas

Luciano Garcia-Bafiuelos

Orlenys Lopez-Pintado - Qinghua Lu

Jan Mendling - Alexander Ponomarev
An Binh Tran - Ingo Weber

D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1-9 (May 2019)
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Executing inter-organisational processes on the
Blockchain: A model-driven approach
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Loépez-Pintado, Garcia-Banuelos, Dumas, Weber. Caterpillar: A blockchain-based business process management system.In: BPM Demos. CEUR.ws, 2017.
Tran, Lu, Weber. Lorikeet: A Model-Driven Engineering Tool for Blockchain-Based Business Process Execution and Asset.In: BPM Demos. CEUR.ws, 2018.

D.C, Cecconi, Dumas et al. Blockchain support for collaborative business processes. Informatik Spektrum pp. 1-9 (May 2019)



(.

CYBER 4.0
CYBERSECURITY COMPETENCE CENTER ™

Blockchain-Based Traceability
of Inter-organisational Business Processes

[ ]
Ratlonale Claudio Di Ciccio®™@®, Alessio Cecconi@®, Jan Mendling®, Dominik Felix,

Dominik Haas, Daniel Lilek, Florian Riel, Andreas Rumpl, and Philipp Uhlig

C. Di Ciccio, March 2021
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D.C. et al. Blockchain-Based Traceability of Inter-organisational Business Processes. In: BMSD. Springer, 2018.
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Rationale
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Coming next:
Smart contracts X
supply cham (demo)

Claudio Di Ciccio |
Sapienza, University of Rome, Italy
Blockchain Tech course 2020-21 at Sapienza:


http://diciccio.net/
mailto:claudio.diciccio@uniroma1.it
https://sites.google.com/uniroma1.it/cfa-msc-blockchaintech/

Blockchain and

smart contracts:
infrastructure and
platforms

Claudio Di Ciccio | |
Sapienza, University of Rome, Italy
Blockchain Tech course 2020-21 at Sapienza:


http://diciccio.net/
mailto:claudio.diciccio@uniroma1.it
https://sites.google.com/uniroma1.it/cfa-msc-blockchaintech/

How about the real world?

Oracles: From on-chain to off-chain and vice versa

C. Di Ciccio, March 2021

Blockchain and smart contracts
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Flight delay isurance:
the FlightDelayPayout contract

C. Di Ciccio, March 2021

Contact with the
off-chain world

Payout in case of
signalled problems
. with the flight
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Source: https /iwww flickr.com/photos/michaelduxbury/5824469025
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The problem

C. Di Ciccio, March 2021
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The Oracle

C. Di Ciccio, March 2021

Source: http-/matrix.wikia.com/wiki/File:The Oracle Making Cookies.ipg
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Foundational Oracle Patterns: Connecting Blockchain to the Off-Chain World. BPM (Blockchain and RPA um) 2020: 35-51
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The Oracle

C. Di Ciccio, March 2021

ISO/TC 307, ISO/TR 2345: “[A] DLT Oracle [is a] service that updates a distributed
ledger using data from outside the distributed ledger system”. (2019)

Previous literature: oracles as off-chain information providers.

We see oracles as a bridge
between the on-chain and off-chain worlds.
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Foundational Oracle Patterns: Connecting Blockchain to the Off-Chain World. BPM (Blockchain and RPA Forum) 2020: 35-51
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Oracle patterns: Overview

C. Di Ciccio, March 2021

1. Pull-based Inbound
< Inbound 2. Push-based Inbound
 DRRERCEEE pu" .............. et - 3 Pu”_based Outbound

On- |2 < : push— Of-
chain : chain 4. Push-based Outbound

[ > Data flow

....... » Pull strategy
: » Push strategy
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Foundational Oracle Patterns: Connecting Blockchain to the Off-Chain World. BPM (Blockchain and RPA Forum) 2020: 35-51



