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Introduction to UNJSPF



United Nations Joint Staff Pension Fund



United Nations Joint Staff Pension Fund



United Nations International Computing Centre 



1. Every year, UNJSPF must ensure the reliable and consistent processing of benefit payments

2. This requires an annual verification of over 70 thousand beneficiaries located in more than 190 

countries

3. To confirm that each beneficiary is still alive

4. For the last 70 years, this confirmation has been conducted through a manual process, using a 

paper-based form (i.e., Certificate of Entitlement - CE). 

Background of the Certificate of Entitlement Process



Paper-Based Certificate of Entitlement: AS-IS Process 



Paper-Based Certificate of Entitlement: Overview of the AS-IS process

Annual verification process for each beneficiary 
(individuals receiving pension benefits)

This process of verification is called “Certificate of Entitlement” (CE).
• A unique paper-based form is sent to each beneficiary.
• The paper-based form is signed by retirees and beneficiaries and returned to the Pension Fund.
• The signature of the retirees/beneficiaries constitute the basis for the ‘proof of existence’ (i.e., the individual is still 

alive)

The receipt of the signed paper-based form confirms the continued eligibility of the 
benefits for the next calendar year (unless the Fund is notified about the demise of 
the beneficiary) 



Paper-Based Certificate of Entitlement: Limitations of the AS-IS Process

Current process is very time consuming and – in many 
cases - relies of on the efficiency of the traditional postal 
services

If the signature of the beneficiary has changed 
(various reasons) – a re-certification is required

If the beneficiary is incapacitated, a thumb impression 
is used. This also implies a re-certification of the 
identification



The Challenge(s)

• Transform a 70-year-old manual process

• Involving more than 70 thousand UN retirees & 
beneficiaries

• Residing in more than 190 countries

• Using paper-based forms

• Transmitted through 190 postal services

• Prone to delays + errors + questioning (negative proof)

• Causing – in same cases – suspension of payments



The Challenge(s): Address & Provide 4 Proofs

1. Proof of Identity/Authentication

2. Proof of Existence

3. Proof of Transaction

4. Proof of Locations



Digital Certificate of Entitlement: TO-BE/New Process 

GPS



A Digital Transformation Initiative

Transform
From: A manual ‘snail-mail’ Certificate of Entitlement Process
To: A Biometric-based solution using Mobile App and Blockchain



A Digital Transformation Initiative Aligned with the 

SG Strategy on Innovation Technologies & Sustainable Development Goals



TRADITIONAL PAPER-BASED PROCESS DIGITAL CERTIFICATE OF ENTITLEMENT

PAPER-BASED PROCESS
The Certificate of Entitlement process is managed with a form 
transmitted and received through the regular postal mail 
service

NEW TECHNOLOGIES
Used of innovative technologies, based on:  

Smart Phone + 

Mobile App +

Biometric Solution + 

Blockchain

To Provide & Confirm:
• Ease-of-use
• Security
• Trust
• Auditability

A Digital Transformation Initiative - Details



A Digital Transformation Initiative: UNJSPF Digital CE gives input to the UN Digital ID

The history of computerization at the UN started in 1965 when the Secretariat 
received its first mainframe computer: An IBM 7044/1401 mainframe computer 
system.

January 2021: UNJSPF goes live with the Digital 
CE Solution and contributes to the the UN wider 
project for the development of a UN Digital ID



Blockchain: Example of a Decision Tree
(http://www3.weforum.org/docs/48423_Whether_Blockchain_WP.pdf)

A. Are you trying to remove intermediaries or brokers?

B. Are you working with digital assets (versus physical 
assets)?

C. Can you create a permanent authoritative record of the 
digital asset in question?

D. Do you require high performance, rapid (~millisecond) 
transactions?

E. Do you intend to store large amounts of non-
transactional data as part of your solution?

F. Do you want/need to rely on a trusted party? (e.g., for 
compliance or liability reasons)

G. Are you managing contractual relationships or value 
exchange?

H. Do you require shared write access?

I. Do contributors know and trust each other?

J. Do you need to be able to control functionality?

K. Should transactions be public?



Blockchain: Used to Provide Proof of Identity & Transaction

Immutable

Independently Auditable

Traceable

Triple-Entry
Distributed 

Ledger



Biometrics: Used to Provide Proof of Authentication

Facial Recognition

Stored only on the User’s Device

To Authenticate Users

Events Recorded 
on the

Blockchain



GPS: Used to Provide Proof of Location

Global Positioning System

Of the User’s Device

Use to Determine & Record Location

Required only for specific cases 
(two-track system)

GPS



Digital Certificate of Entitlement: Demo Video



Gartner: UNJSPF Digital CE Finalist and Case Study on “Eye on Innovation Awards for Government”



Investment & Pension Europe: Pensions Tech - Digitising the world’s most global pension fund 



Referenced Standards & Best Practices

UNJSPF Digital Certificate of Entitlement



UN International Telecommunication Union 



International Organization for Standardization (ISO): DLT and SECURITY



International Organization for Standardization (ISO): BIOMETRICS



Proof of Concept

UNJSPF Digital Certificate of Entitlement



Objectives of the Proof of Concept

Objective 1

• Explore the adoption of 
innovative & secure 
technologies for Digital 
Identification and 
Authentication to 
automate the Certificate 
of Entitlement process

Objective 2

• Build a Proof of Concept 
that can demonstrate 
the reliable application 
of new technologies to 
address existing 
limitations

• Prevent the introduction 
of additional risks that 
could hamper the flow 
of entitlements

Objective 3

• Establish the technical 
feasibility of a service 
using new technologies



Key Principles of the Proof of Concept

Principle 1

• Privacy and Security: 
Biometric 
information to reside 
as close to the owner 
as possible. 

• Biometric 
information stored 
and accessed 
securely at all times 
with clear audit trails

Principle 2

• Confidentiality and 
Integrity
Adoption of secure
(i.e., private) cloud
based technology –
especially for storing
and processing
Biometric
information

Principle 3

• Flexibility and 
Scalability
Pilot a solution that
can be used globally
to serve all
beneficiaries of the
Fund



The Digital Certificate of Entitlement: The Journey

• MVP definition
• Technology ideation and 

evaluation
• Product build

Proof 
of 

Concept

• Pilot conducted: UNJSPF-UNICC-WFP
• With WFP and FAO staff & retirees
• Test the Enrollment and Use of the APP
• Results reported to the UNJSPF Board (July 

2020)

Deployed
January

2021

Technology 
Highlights

Machine Learning (deep neural network) algorithms to Certify Proof of Existence 
using Biometric Recognition through a Mobile Phone App

Digital Identity on a Permissioned Blockchain with Immutable & Auditable Records 
of Transactions

Users in Control of their Identity (including biometric information)
Technology applicable 

to ‘disconnected’ 
smart phone apps



UN Member Organizations
• Identity 

Verification/Recording
• Capture Biometric Data 

UNJSPF
• Data Acquisition
• Digital ID Creation 

(Decentralized Identifier)

Conceptual View – Enrollment process

( Public Key of the User)

Enrollment



Biometric Identity
• Face recognition
• Proof of Existence

Digital Certificate of Entitlement issuance
• Transactions stored in the Blockchain

• Immutable and Tamper Proof
• Can be Traced, Audited and Validated

Confirmation

(Public Key of the User)

Conceptual View – Digital Certificate of Entitlement



Web Based Admin Site: Administration from any location

Conceptual View - Components

Mobile Application: Biometric authentication and user interaction

Blockchain: Safe recording of Identity Creation & Transactions with 
Traceability and Auditability, on a Distributed Ledger within UN premises 
(UNICC Nodes on a Permissioned Blockchain) protected by the UN 
Privileges & Immunities

UNJSPF 
Operator

SPC Secretary

Participant / Benficiary



Users Layer
• Beneficiaries use a mobile app to interact with the system
• UNJSPF Representative and Operators use a Web 

Application to interact with the system

Cloud Layer
• UNJSPF Agent – Issues UNJSPF-ID and Certificate of 

Entitlement credentials. Interacts with UNJSPF users
• Users Agent – Interacts with UNJSPF. Requests and 

manages user’s credentials
• UNICC Agent – Support users in generating their Proof-of-

Existence

DID Layer
• Blockchain nodes append/record transactions 
(NO Personal Identifiable Information stored on the 
Blockchain, whether on clear or encrypted form)

Components View

Beneficiary

UNICC AgentUNJSPF Agent

Blockchain

Users Agent

Users Layer

Cloud Layer

DID Layer

UNJSPF 
Representative

UNJSPF 
Operator

Validator

Observer

Types

Trustee
Trust Anchor
Steward

Roles



The Pilot Test
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UNJSPF Digital Certificate of Entitlement



Pilot Programme Metrics

39

• 352 
volunteers 
• in 70+ 
countries

Beneficiaries
354 single onboardings 
submitted (some users more 
than once)
232 users have their onboarding 
approved
12 users expected to re-onboard

Onboarding

192 DCE issued, for 143 Beneficiaries, from 43 countries

Ethiopia, Guatemala, Vietnam, Italy, Nepal, Bangladesh, Pakistan, 

Thailand, Indonesia, Japan, Honduras, Sri Lanka, Madagascar, Kenya, 

USA, Yemen, Indonesia, Germany, Belgium, Ecuador, France, Sweden, 

Syria, India, UK, Bolivia, Rwanda, Philippines, Australia, Iran, Cambodia, 

Senegal, Sudan, Ghana, Malta, Portugal, Spain, Ireland, South Africa, 

Laos, Canada, Uganda, Egypt

DCE Issued

265 Invites sent out on 
18/May/2020

86 Invites sent out on 
9/June/2020



Digital CE:
•192 single DCEs were issued
•143 beneficiaries issued a DCE once or 
more, both on Android and iOS
•43 countries:
Ethiopia, Guatemala, Vietnam, Italy, Nepal, Bangladesh, 

Pakistan, Thailand, Indonesia, Japan, Honduras, Sri Lanka, 

Madagascar, Kenya, USA, Yemen, Indonesia, Germany, 

Belgium, Ecuador, France, Sweden, Syria, India, UK, Bolivia, 

Rwanda, Philippines, Australia, Iran, Cambodia, Senegal, 

Sudan, Ghana, Malta, Portugal, Spain, Ireland, South Africa, 

Laos, Canada, Uganda, Egypt

Pilot Programme Metrics



Security device compatibility:

1. Android security: 

OS version the device shipped with >= 7.0

• Impacted 15 users. Need to use a compatible 

device

• Android 7.0 was released on August 2016. 

Devices shipped earlier than this date will be 

affected by this issue

Network conditions:

1. The app proved to operate normally 

regardless to fluctuating network 

conditions

2. The mean size of the main requests was:

1. Onboarding submission: ~900 kilobytes

2. DCE issuance: ~500 bytes

Pilot Programme Metrics – Pilot Test Findings & Lessons Learned



Biometric process findings:

1. Recognition process, lower-end Android devices processor 

presented compatibility issues: 

• Impacted 14 additional users

• Those users with an incompatible device as specified in the 

device security requirements were also affected

• The list of devices which resulted to be incompatible 
included: 
• Motorola Moto E5, G5s Plus, E4
• BlackBerry Z10
• HUAWEI Y5, Y6
• Nokia 1
• Samsung Galaxy A10, J4+, J8

2. The quality of the face capture process impacted the further 

biometric validation

3. Face capture conditions for 26 users led to adjustments and/or 

additional on-screen guidance for:

1. Face detection

2. Eyes detection (glasses): used for image stabilization

3. Expression detection

4. Resiliency to changing light conditions

Alternative tools and implementation were identified to address all 
cases

Pilot Programme Metrics – Pilot Test findings & Lessons Learned



Step-by-Step Process

UNJSPF Digital Certificate of Entitlement



The UNJSPF Digital CE: Step-by-Step Process



Cybersecurity & Privacy Assurance

UNJSPF Digital Certificate of Entitlement



ITU Standards Referenced to Provide Assurance on Cybersecurity



ISO Standards Referenced to Provide Assurance on Cybersecurity



Cybersecurity Assurance – Control Domains

1. High Level Solution

2. Front-End Solution Components

3. Back-End Solution Components

5. External System Integration 

6. Business Network Integration

7. Non-Technical Threats

8. Pace of Change

9. Web 3.0 vs Traditional Development

4. Network Security

10. Smart Contracts (N/A)

11. Futureproofinghttps://sovrin.org/wp-content/uploads/2019/03/What-if-someone-steals-
my-phone-110319.pdf



Digital Identity Privacy Assurance – Control Domains

1. Use Case: i.e., Identity Management 

2. Rationale: Requirements & Resources

3. Biometric Modality: i.e., Facial 
Recognition

5. Human Rights Due Diligence 

6. Data Provenance, Protection & Privacy 
Rights

7. Data Stewardship, Minimisation & 
Purpose Limitation: i.e., Self Sovereign 
Identity

8. Stakeholder Consultation

9. Security Verification & Business Cont.

4. Legal Norms & Ethical Principles

11. Risk Assessment 

12. Financial Planning; System 
Procurement, Testing and Standards

13. Network Connectivity

14. How biometric data is collected

15. Legality of Data Collection & 
Consent

16. Data Management & Quality

17. Presentation Attack Detection

18. Exception Handling

19. Operating Parameters

20. System Security

21. Performance Mgmt & 
Testing Protocols

22. Managing & Deploying

23. Operating in extreme conditions

24. Oversight 

25. Innovation and emerging tech 

26. Service Delivery 

I. Policy: Formulation, Supporting Principles 
and Documentation

II. Data Collection: Enrolment & 
Integrity  Biometric Data 

III. Data Processing & 
Output Management 

IV. Organisational 
Issues 



The Underlying Technology
Hyperledger Indy Blockchain

UNJSPF Digital Certificate of Entitlement



Hyperledger Indy: 10 Selection Criteria

8. Not required to store large amount of data

3. Supports Private and Secure Identity Verification (BUT On-Chain Transactions Include Only Public Data)

5. Adopts the approach and principles of privacy-by-design (prevents correlation by allowing identify owner 
to own multiple DIDs)

6. Business logic contains cryptographic mechanisms verify credentials

9. Full traceability and auditability of transactions

10. Consensus Protocol (i.e., Plenum) => An Implementation of the Redundant Byzantine Fault Tolerance 

4. Employs industry-standard cryptography and best practices in key management

1. Supports digital ”assets”

2. Enables the Creation of a Permanent Ledger 

7. Not required to deliver fast processing performance



Sovrin Foundation
https://www.evernym.com/wp-content/uploads/2017/07/The-Technical-Foundations-of-Sovrin.pdf



Sovrin Foundation
https://www.evernym.com/wp-content/uploads/2017/07/The-Technical-Foundations-of-Sovrin.pdf



UNICC is an Associate Member of Hyperledger and the Linux Foundation

UNJSPF - UNICC - Hyperledger



Donated to Hyperledger by the 
Sovrin Foundation

Digital ID and Verifiable Credentials 
Store

Elements
•Agent
•Wallet
•Blockchain

Hyperledger Indy Framework & Aries Libraries

Licensed under CC by 4.0

https://indyscan.io/txs/SOVRIN_MAINNET/domain

https://creativecommons.org/licenses/by/4.0/
https://indyscan.io/txs/SOVRIN_MAINNET/domain


Hyperledger Indy
(https://www.hyperledger.org/wp-content/uploads/2018/08/HL_Whitepaper_IntroductiontoHyperledger.pdf)

Licensed under CC by 4.0

https://creativecommons.org/licenses/by/4.0/


Sovrin/Hyperledger: Key Components
www.hyperledger.org - https://sovrin.org/faqs/

Hyperledger Aries: ….shared, reusable, interoperable tool kit designed for 
initiatives and solutions focused on creating, transmitting and storing 
verifiable digital credentials. It is infrastructure for blockchain-rooted, peer-
to-peer interactions.

Hyperledger Indy: A distributed ledger, purpose-built for decentralized 
identity. Indy answers fundamental questions such as, “Who am I dealing 
with?” and “How can I verify any data about the other party in this 
interaction?”

Hyperledger Ursa: …..shared cryptographic library, it enables 
implementations to avoid duplicating other cryptographic work and 
increase security in the process. 

Sovrin Foundation: The Sovrin Foundation open sourced the codebase 
used to create the Sovrin Network and contributed the initial code to 
Hyperledger Indy, a project dedicated to blockchain under the Linux 
Foundation umbrella.



Key Definitions
www.hyperledger.org - https://sovrin.org/faqs/

Decentralized Identities (DID): Identifiers intended for self-sovereign, verifiable digital identities. Sovrin is 
built from the ground up using something called ‘pairwise pseudonymous identifiers’ to reduce correlation. 
Data is separated from direct identifiers so that linkage to an identity is not possible without additional 
information that is held separately. As outlined in the W3C Draft Report on “Decentralized Identifiers (DIDs) 
v0.11

Verifiable Claim: A piece of information that is cryptographically trustworthy. In Sovrin, a 
verifiable claim is shared as a proof and is anchored to the public ledger by a credential 
definition and public DID written by the credential issuer. Typically, this proof is in the form of a 
digital signature. A Sovrin Verifiable Claim may be verified by a public key associated with the 
Issuer’s DID. An example of a verifiable claim could be a digitally issued driver’s license.

Zero Knowledge Proof:. Minimal disclosure is enabled through a cryptographic technique 
called zero-knowledge proofs (ZKP). Zero Knowledge Proofs (ZKPs) are cryptographic 
techniques that allow users to share information without relinquishing their security and 
privacy. ZKPs use cryptography to prove a statement from party A (known as a prover) to party 
B (known as a verifier) without revealing anything else.

Stewards: Trusted Entities located around the world the host and administer nodes. Each node 
contains a copy of the ledger, a record of publicly accessed information needed to verify the 
validity of credentials issued within the network. Cross reference each transaction to assure 
consistency about what information is written on the ledger and in what order. This is done with 
a combination of cryptography and a Redundant Byzantine Fault Tolerant algorithm.

https://w3c-ccg.github.io/did-spec/


Hyperledger Indy: Key Definitions

DID: A globally-unique identifier for an entity or individual owner that is not managed by a centralized authority but 
can be registered with the distributed ledger (https://w3c-ccg.github.io/did-spec/#dfn-dlt), the technology's 
decentralized network, and resolvable on the ledger without requiring any centralized authority. 

To maintain privacy, an entity or identity owner can own multiple DIDs. The DID in Indy has the following characters:
• Persistency
• Globally resolvable
• Cryptographically verifiable
• Decentralized

Hyperledger Indy => 2 two types of DID
- Verinym: Unique identifier of a legal identity or identity owner. 

- Pseudonym: Used to maintain the privacy of a digital relationship or 
connection between participants. If the pseudonym is used to maintain only 
one digital relationship, it is also called a pairwise identifier, which maintains 
secure connections between two participants.

ADDITIONAL DEFINITIONS =>
https://docs.google.com/document/d/1gfIz5TT0cNp2kxGMLFXr19x1uoZsruUe_0glHst2fZ8/edit

https://docs.google.com/document/d/1gfIz5TT0cNp2kxGMLFXr19x1uoZsruUe_0glHst2fZ8/edit


Hyperledger Indyscan.io

https://indyscan.io/txs/SOVRIN_MAINNET/domain

BROWSING DETAILS => SOVRIN Production 
MainNet

• NO QUERIES but YOU CAN DOWNLOAD
THE LEDGER

• 3 LEDGERS:
• 1. DOMAIN TRANSACTIONS:

• DIDs
• Credential Schemas
• Credential Definitions   

• 2. POOL = Tracks All the Nodes the Verify 
(Consensus)  and Write on the Ledger 

• 3. CONFIG = Tracks Upgrades and 
Changes to the algorithm; New Nodes; 
etc.

• ATTRIB = Transactions written by Stewards to 
ensure the ledger is operating as expected 

• NYM = DIDs

• SCHEMA = Defined by the Issuers 

• CLAIM_DEF = Credential Definitions (linked to 
schemas)

https://indyscan.io/txs/SOVRIN_MAINNET/domain


The Blockchain Platform: Key Components of Hyperledger Indy 
(from Hyperledger.org)



Verifiable Credentials



Walkthrough

UNJSPF Digital Certificate of Entitlement



Basic Terms and Concepts: Agents – Wallets - Blockchain

Hyperledger Indy and Aries

Support the creation and storage of Digital Identifiers and Verifiable Credentials

Elements

Agent
A piece of software that interacts with the blockchain and users

Wallet
A piece of software that safeguards private keys

Blockchain
A distributed ledger, purpose-built for decentralized identity



Basic Terms and Concepts: Actors and Main Relationships



Basic Terms and Concepts: Steward – Onboarding and Trust Anchor

Steward

The Steward can onboard new actors in the system and assign role to them. 

In the Digital CE process, the Steward (UNICC):

Onboards UNJSPF
Onboarding involves creating a pairwise-unique identity (DID) between two parties. Pairwise-unique identity is a pair of DIDs, each owned 
by one party. This pair of DID is unique because it is only used for communication between these two parties. Each DID is created with a 
signing key, a verifying key (Verkey), and a DID. Signing key is the private key, kept as secret and stored in wallet. Both the Verkey and DID 
are public information and are recorded to the ledger for public access.
The pairwise-unique DID is not used for interacting with the ledger. They need another DID (called Verinym) that can identify themselves in 
the ledger and a role of Trust Anchor.

Grants UNJSPF a Verinym and the Trust Anchor Role
The Steward will record the DID and Verkey of UNJSPF on the ledger and sets its the role as Trust Anchor.
From now on, UNJSPF is fully functioning, with a DID representing itself and its role of  Trust Anchor.



UNJSPF creates and issues the ”UNJSPF ID” and “Liveness Proof Challenge” schemas and records them on the ledger.
Schemas are visible by everyone.

UNJSPF

Creates Schemas 
on the 
Ledger

UNJSPF ID Liveness Proof 
Challenge

Implementation Step 1: UNJSPF creates two “Schemas” on the Blockchain



Implementation Step 1: UNJSPF creates two “Schemas”



Credentials are defined in accordance with the corresponding schema defined in Step 1, plus the identifying information about
the issuer of the “Credential Definitions”.

In the Digital CE implementation, UNJSPF is both the issuer of the Schema and of the Credentials (“UNJSPF ID” and “Proof of 
Existence Challenge”), which are recorded on the ledger. 

Implementation Step 2: UNJSPF creates the “Credential Definitions on the Blockchain”

UNJSPF

Schemas 
on the 
Ledger

UNJSPF ID
Liveness Proof 

Challenge

UNJSPF

Creates Credential 
Definition 

on the 
Ledger

UNJSPF ID
Credentials

Certificate of Entitlement 
Credentials



Implementation Step 2: Relationship between Schemas & Credentials



Detailed steps of the Onboarding process (which it is witnessed and attested by a UNJSPF Representative/Call Center Agent)

- A connection is established between UNJSPF and the User.

- UNJSPF creates and sends a UNJSPF Offer to the User.

- The User (through its Agent/App on the smartphone):
- Retrieves the “UNJSPF Credential Definition” from the ledger: 
- Creates a Credential Request; and 
- Sends the request to UNJSPF.

- UNJSPF issues the Credential for the User. The Credential contains the values of items listed in the “UNJSPF ID Credential 
Definition” (and UNJSPF Credential ID Schema), plus the required proof that the User can submit at a later stage in case of a
verification (i.e., an independent audit entity).

- The User receives the Credential and stores it in his/her wallet (i.e., the Agent/App on the smartphone).

Implementation Step 3: Onboarding - The User obtains an ID from UNJSPF regarding his/her UNJSPF ID



Detailed steps:

- A connection is established between the User (smartphone/Digital CE App) and UNJSPF (Digital CE System)

- UNJSPF creates a “Proof of Existence” offer for the year.

- Within a year, Users create a ”Proof of Existence” using the relevant credential definition already stored in their wallet (on their 
smartphone/Digital CE App). The proof will contain the relevant data originally defined in the schema “Proof of Existence 
Challenge”, as follows:

Implementation Step 4: Users generate the “Proof of Existence” using the credential definitions already stored in 
their wallets (i.e., smartphones)



Proof of Existence Credential

UNJSPF Credential Data 

Certificate of Entitlement Credential

Transactions on the Digital CE system and User’s Wallet (i.e., Smartphone/Digital CE App)



Transactions on the Blockchain

Attribute Transaction

› Transaction validation

› Transaction type

› Transaction timestamp (epoch)

› Sender’s digital signature



- All Decentralized Identifier (DID) and corresponding verifying key (Verkey – public keys)

- Schemas, which define the structure of items referred by both credential definitions and credentials

- Credential Definition, which is built on top of a schema, plus the issuer’s information for proof creation

All these items are publicly accessible, providing transparency about the organization (UNJSPF), its Users, and the Process.

The detailed recorded in the ledger serve as a “tamper-proof” source of trust for any subsequent audits and/or verifications.

What IS recorded on the Blockchain?

https://sovrin.org/wp-content/uploads/2018/10/What-Goes-On-The-Ledger.pdf

https://sovrin.org/wp-content/uploads/2018/10/What-Goes-On-The-Ledger.pdf


Personally Identifiable Information (PII) are NOT stored in the Ledger

- PII are never exposed in the ledger (not even in an encrypted form) and, therefore, not readily accessible by anyone. 

- This data is communicated via peer connections between the Users and UNJSPF. These connections are secured, through 
authenticated encryption, and information shared between are only known by the two parties. 

- No PII is disclosed to the public.

- Information publicly accessible (in the Blockchain) provides trust on the proof.

What IS NOT recorded on the Blockchain?



Underlying Technology
The Biometric Solution

UNJSPF Digital Certificate of Entitlement



- Provide a mechanism to authenticate users and prove their existence

- Takes into account the “aging” process to prevent the need of recurrent onboardings

- Delivers a consistent experience and performance on the most used iOS and Android platforms

- Works efficiently in “not state-of-the-art” smartphones

- Relies as little as possible on network connectivity, to avoid limitations in areas with challenging 
ICT infrastructures

Biometrics & Facial Recognition: Project Requirements



AVAILABLE TECHNOLOGY AND ITS LIMITATIONS

- Modern smartphones include biometric-based authentication mechanisms. Typically a fingerprint scanner or face recognition 
to unlock the device and provide to additional functionalities

- Both Android and iOS development software development libraries expose very limited functionalities of the inner biometrics 
working mechanisms

- The app shall not have access to extended biometrical information. The camera content - nor the face features of the user -
can be checked through the exposed SDK APIs. Therefore, the biometric solution already available on the devices does not meet
the requirements of the project, since it would not allow the app to validate the user identity

- iOS Face ID uses an infrared set of beams to scan the user’s face in 3D. Android devices, instead, use more limited 
mechanisms. Also, they are not present in older and/or low-range devices

- The most popular cloud providers have been providing face recognition services, such as AWS Rekognition and Azure Face
services. These methods have been discarded because they require an open connection to the Internet during the whole 
validation process

Biometrics & Facial Recognition: The Challenge

https://aws.amazon.com/rekognition/
https://azure.microsoft.com/en-us/services/cognitive-services/face/


- Using modern smartphone capabilities and state-of-the-art libraries, the biometric test has been designed to be 
performed locally on the device

- The solution adopted keeps the biometric information as close as possible to the user

- Nonetheless, building a solution that could work consistently with older smartphones – on both platforms –
presented significant challenges

- The mobile app was developed using React Native, based on React. This approach provided a common UI and 
codebase written in Javascript for both Android and iOS

- The platform native code, written in Java and Kotlin for Android, and Objective-C and Swift for iOS, is used during 
the biometric process. This allowed to maximize the device performance

Biometrics & Facial Recognition: The Solution



Q & A

UNJSPF DIGITAL CE: ????


