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Types of cyber treath:

• Cyber-crime (ie: fraud);

• Cyber-espionage (ie: data theft);

• Cyber-terrorism (with ideological

influence);

• Cyber-warfare (plan and conduct

cyber operations).

NATIONAL CYBER FRAMEWORK







 COMPANIES

 FINANCE

 ENERGY

 INSTITUTIONS (ECONOMY, TRANSPORT, HEALTH, 

DEFENCE)

 PEOPLE!!?? 

TARGETAMBIENTE DI RIFERIMENTO



 NATIONAL STRATEGY

 POLITICS

 PROFIT

 SELF ACHIEVEMENT

WHYAMBIENTE DI RIFERIMENTO



 STATES

 TERRORISTS

 CRIMINALS

 HACKTIVISTS

 INFILTRATED

WHOAMBIENTE DI RIFERIMENTO



p.15 - “Develop Command and Control 

Structures to plan and conduct military

operations in the cyberspace.” 

p.12 - “Set up a JOINT OPERATIONS 

CYBER COMMAND to protect MoD

networks and systems as well as to 

conduct cyber operations.”
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Joint Operations Cyber Command (JOCC)

CURRENT CYBER DEFENCE CAPABILITY

Infrastructure C4D

Network Operation Center (NOC)
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C4 Defence Command (C4D)

Threat Analysis
Italian Legal 
Framework

Current Cyber 
Defence Capability

Evolution of Cyber 
Operations

JOCC project Closing remarks



education:

 Courses and masters Cyber Defence @ STELMILIT Chiavari;

 Courses Cyber Operation @ CIFIGE;

training:

 Cyber Range (STELMILIT Chiavari);

 Cyber Lab (CIOC).

EDUCATION & TRAINING



CYBER RANGE

 Dual Use;

 Cooperation with secondary

schools and universities 

next generation of cyber

defenders;

 New Job opportunities for

former employed people;

 Cyber Ecosystem development

between Defence, Industry and

University/ Research Centers;

 Strategic asset to be developed

for Nation.
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 Satellite links;

 Ground Stations;

 GNSS (Global Navigation

Satellite System).

ITA JOCC MISSION



CYBER ELECTROMAGNETIC ACTIVITIES
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http://www.web-idea.it/



NATO

NATO’s cyber operations center will allow the Alliance to “respond more effectively”

to cyber attacks by integrating cyber measures with conventional military

capabilities”.





CRITICAL INFRASTRUCTURES



Cyber Physical System (PLC, SCADA)

Critical infrastructures





APT28 SUMMARY

APT28 is an adversary group which has been active since at least 2007. This
group was identified to be targeting mostly military or government entities and
has been linked publicly to intrusions into the German Bundestag [1], France’s
TV5 Monde TV station in 2015 [2] and the DNC [3] in April 2016. The incidents
linked to this group have been analyzed by different security companies and
independent researchers. These companies label already discovered and
named APT Groups with their own name convention. Therefore, the group is
also known as “Sofacy”, “Fancy Bear”, “Sednit”, “Pawn Storm”, “TsarTeam” and
“Strontium”.

https://azeria-labs.com/intro-to-apt28-apt30/#ftn1
https://azeria-labs.com/intro-to-apt28-apt30/#ftn2
https://azeria-labs.com/intro-to-apt28-apt30/#ftn3


APT 30 SUMMARY

 The threat actor named as APT30 by FireEye is considered to be speaking 
Chinese. The language artifacts can be found by analyzing the metadata and 
the user interface of the malware used by APT30. The list of confirmed targets 
consists of companies and organizations in various fields operating in India, 
South Korea, Malaysia, Vietnam, Thailand, Saudi Arabia and United States. In 
addition to the confirmed countries, other countries in the region, like 
Singapore, Myanmar, Japan, etc., are also suspected to be targeted by the 
APT30 group









• Dispositivo audio integrato con microfono;

• Scheda SIM;

• Rilevabile solo se si smonta il mouse;

• Attivo fino a 2 ore dopo che il pc è stato spento.

• Presa schuko per monitaraggio consumi;

• Collegata via wireless e/o bluetooth;

• Gestione via app;

• Tentativi di accesso a circa 200 domini.
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Resilience as the ability to prepare for and adapt

to changing conditions and withstand and recover

rapidly from disruptions.

Resilience includes the ability to withstand and 

recover from deliberate attacks, accidents, or 

naturally occurring threats or incidents.” 

[https://www.dhs.gov/what-security-and-resilience]
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RESILIENT (post)
attack

• Develop Cyber 

Ecosystem between

Defence, Industry

and University/ 

Research Centers

• Energy Security –

Cyber Security

RESILIENCE1 DUAL USE2

“The 2 key words for Italian Defence”:
(Elisabetta TRENTA - Minister of Defence)
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