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The interdependence of real world and the virtual space 
inevitably affects the military environment 

➢ Command and Control function;
➢ Maneuver Support;
➢ Planning and conduct of operations.
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CIVILIAN

NATO Cooperative Cyber Defence
Centre of Excellence

During the implementation phase of Cyber Security Unit, Army has 
developed a series of civil and military educational and training 

activities, both national and international 

EDUCATION AND TRAINING – IMPLEMENTATION PHASE

ARMY AND JOINT NATO



3NON CLASSIFICATO/UNCLASSIFIED

CYBER CHALLENGES

M0lecon

Reply Cyber Security Challenge Cybertech Europe

1 team (6 ops.), 4th of 18

3 teams (12 ops.), 24th-25th-28th of 1365

1 op., 1st of 25
1 op., 22nd  of 200
1 op., 11th of 600

3 ops., 1st-2nd-3rd of 100
3 ops., 1st-2nd-3rd  of 100 

SANS Courses
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PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
EDUCATIONAL 

ITER
QUALIFICATION ENLISTMENT

Training course
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RECRUITMENT

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

Dissemination on the Army's media
channels of messages and material
video-photo dedicated to the cyber area.

Participation in national
high-visibility events.

Periodic presentation through
explanatory briefings on the
cyber sector to military
personnel potentially interested
in transiting in the cyber sector.

Information sessions for the
last year of high school.
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RECRUITMENT

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

CATEGORIES

➢ Officers;

➢ Warrant Officers;

➢ Sergeants;

➢ Volunteer Troops.

➢ Annual ordinary recruitment

➢ Periodic publication
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RECRUITMENT

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

Officers

➢ Annual ordinary recruitment

➢ Periodic publication

Warrant Officers Sergeants
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RECRUITMENT

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

Volunteer Troops

not permanent
service

permanent
service

➢ Research in Volunteer Training Institutes

➢ Periodic publication
➢ Periodic publication



9NON CLASSIFICATO/UNCLASSIFIED

RECRUITMENT

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

Requirements and constraints

Cyber Operators are resources:

➢ valuable;

➢ that need to be valued,
improved and mantained over
time;

➢ that guarantee permanence in
the Army cyber sector.
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RECRUITMENT

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

Appoints the 
commission

Convocation

Written and 
oral test

Classification

KNOWLEDGE OF
➢ NET Architecture;
➢ Computer programming;
➢ Operative System;
➢ Cyber:

▪ SIEM;
▪ VA&PT;
▪ APT and malware;
▪ Fundamentals of Digital Forensic.
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EDUCATIONAL SYLLABUS

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

CIVIL VISION

➢ University;
➢ Industry
➢ Essential Digital services.

MILITARY VISION

➢ National interests;
➢ Institutional tasks;
➢ Professional skills.

FORMATION

➢ Technical knowledge;
➢ Technical skills;
➢ Professional skills.
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EDUCATIONAL SYLLABUS

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

Cyber Core

(step 1)

• basics knowledge
about cyber
domain, computer
science,
international law
and digital
forensics.

Specialization

(step 2)

• IT;

•OT;

•DT;

• Info.Coll;

• CCS&FO.

Multiservice

(step 3)

•Overall vision.

Continuing training
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EDUCATIONAL SYLLABUS

PROMOTIONAL 
ACTIVITY

RECRUITMENT SELECTION
FORMATIVE 

ITER
QUALIFICATION ENLISTMENT

Training course

Cyber Core

Specialization

Multiservice

CYBER OPERATORS  scpecialized on
➢ Information Technology - IT;
➢ Operational Technology - OT;
➢ Disruptive Technology - DT;
➢ Information Collection;
➢ Cyber Command Staff & Forensic Operations – CCS&FO.
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INTERNALIZATION

1st selection
of staff CSU

Common 
training

Deserving
personal 
identification

Training of 
excellence

Topic
integration

Course 
internalization

February 2019

April 2019

June September

2019

September

December 2019

2020

March 2021
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INTERNALIZATION

Reduce the training costs

Internal team of instructors

Militay vision in addition to the 
civil approach

In support of Ministry of 
Defence
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CONCLUSION

Technological
component

➢ Continuous Education and Training of personnel;
➢ Constant review of policy documents;
➢ Quickly identification of new cyber threats;
➢ Adapting the training process of the Cyber Operators

to the rapid change of the cyber scenario.

"human"
development

crucial rolecentral role

Need to spread cyber awareness


